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* DNS: Enter the address of any DNS (Domain Name Server) servers to add to the configuration. A
Domain Name Server translates domain names (e.g., www.liveaction.com) into an IP address. To add
a DNS server, enter the address of the server, and click Add Server. Multiple DNS name servers can be
defined. You can also edit or delete any defined DNS servers.

* Add Server. Click to add the DNS server to the configuration.
*  DNS Servers: Displays the DNS servers added to the configuration.
* Edit DNS: Click to edit or update the DNS server in the configuration.
* Delete DNS: Click to delete the DNS server from the configuration.
* DHCP Timeout Displays the amount of time (in seconds) the device will wait for a DHCP address.

Time Settings

* Time Zone: Displays the time zone of the device. Select a different time zone to change the time zone.
* NTP Server. Enter the address of any NTP servers to add to the configuration, and then click Add Server.

*  NTP Servers. Displays the list of NTP servers added to Time Settings. You can click the Edit icon to edit
an NTP server in the list, or click the Trash icon to remove an NTP server from the list.

Authentication
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CONFIGURE capture Engine

Settings © Enable 0S authentication only

Time Settings Enable third-party authentication

Authentication

SNMP Credentials

* Enable OS authentication only. Select this option to use the local OS authentication.

* Enable third-party authentication: Select this option to use TACACS+ or RADIUS authentication. If this
option is selected, click Add to configure the new authentication setting.

* Add: Click to add a new authentication setting. You will need to configure the new authentication
setting.

* Search: Enter the text string to search the list of authentication settings.

* Name: Displays the name of the authentication setting

* Type: Displays the type of authentication, which can be either 'RADIUS or TACACS+!
* Host Displays the host of the authentication setting.

* Port Displays the port of the authentication setting.

* Secret Displays the secret key of the authentication setting.

* In Use: Displays whether or not the authentication setting is in use.

* Action: Click the Editicon to edit the authentication setting, or click the Trash icon to delete the
authentication setting.

* Apply Click to save the authentication setting.
SNMP Credentials
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CONFIGURE cCapture Engine

Settings SNMP CREDENTIALS Disabled

Time Settings L .
Authentication Password * Privacy Password *

Authentication

SNMP Credentials

* Enabled/Disabled: Select to enable or disable the SNMP Credentials configured below for the
Authentication Password and Privacy Password.

* Authentication Password: Type a new Authentication Password to change it from the default
Authentication Password displayed in ‘LiveNX SNMP Configuration’ in LiveFlow on page 87.

*  Privacy Password: Type a new Privacy Password to change it from the default Authentication
Password displayed in ‘LiveNX SNMP Configuration’ in LiveFlow on page 87.

Upgrade

Click the Upgrade button to upgrade the selected appliance remotely through the DMS. The version that
the appliance is upgraded to is the latest shipping version of the appliance. There is no capability to
upgrade to a previously released version.

UPGRADE SETTINGS liveaction

Disable ) Enable
Date and Time

03/07/2022 12 1 PM

* Disable: Select to disable the upgrade on the selected devices.

* Enable Select to enable the upgrade on the selected devices. If you enable the upgrade, you are
presented with settings to specify the date and time the upgrade should take place. Because all
communications are initiated from the device once every ten minutes, the upgrade will happen as the
result of the device communicating with the network, sometime on or after the selected time.
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* Apply Click to save the changes to the selected devices.

Refresh
Click the Refresh button to refresh the list of devices.

Elipsis (...)

Click the Elipsis (..) to view the following options:
* Power and Reset

* Change Password

* Edit Additional Info

* Backup Settings

* Restore Backup

* Share

* Create Template

* Compare Configurations
* DRAC Settings

Power and Reset

Select the Power and Reset option to perform the actions below on the device.

ACTIONS sv201704500001

Actions

@ Note: Once LiveWire is powered off, you need to manually press the
button to power it back.
© MNone Power Off Reboot Factory Reset

[7] Clear Activation Id

* None: Select to not perform an action on the selected appliances.

*  Power Off. Select to power off the selected device. Once the device is powered off, you must manually
press the power-on button on each of the devices to power them back on.

* Reboot Select to reboot the selected appliances.

* Factory Reset Select to reset the selected appliances to their factory default settings.
* Clear Activation ID: Select the check box to clear the activation ID.

Change Password

Select the Change Password option to change the password of the selected devices.
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CHANGE PASSWORD

Current Password
New Password

Confirm Password
Reset

*  Current Password: Enter the current password.

* New Password: Enter the new password. The new password must meet the following requirements:

Must have 5 different characters than the last password.
Must be at least 6 characters.

Must contain at least I number

Must contain at least 1 uppercase character.

Must contain at least | lowercase character.

Must contain at least | special character.

*  Confirm Password: Enter the new password again.
Edit Additional Info

Select Edit Additional Info to edit various settings of the selected devices.
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EDIT ADDITIONAL INFO  livewire-429

Location
|
Address
Asset Tag
Contact Person Name

Contact Person Number

Notes

Cancel Reset m

Location: Displays the general location of the device. Type a new location to change the location. We
suggest entering the physical location of the device for the organization. For example, ‘Office’

Address: Displays the mailing address of the device. For example, 123 Main St., New York, NY. Type a new

address to change the address.

Asset Tag: Displays the asset tag of the device. Type a new asset tag to change the asset tag.

Contact Person Name: Displays the contact person of the device. Type a new name to change the

contact person.

Contact Person Number. Displays the phone number of the contact person. Type a new number to

change the phone number.

Notes: Displays any notes for the device. Type any new notes to update the notes.
Reset: Click to clear the Edit Additional Info values.

Apply Click to apply the additional info to the device.

Backup Settings

Select Backup Settings to set up and configure a backup for the selected device. See Backup and restore
on page 75 for instructions on performing an actual backup.
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BACKUP SETTINGS LR201412007447

SFTP

Status: Configured

Configure SFTP Delete

Schedule
Enable Schedule

Backup Filename prefix

Date and Time *

Backup Interval Retention Limit

Encryption

Encryption: Mot Configured

Configure Security

Cancel

SFTP
*  Configure SFTP: Click to configure the SFTP (Secure FTP) server for the backup.
* Hostname: Type the IP address of the SFTP server.
*  Port Type the port used for the SFTP Server.
* Username: Type a username.
*  Password: Type a password for the SFTP server.
* Directory. Type the directory where backups are saved on the SFTP server.
* Delete: Click to delete the configured SFTP server for the backup.
Schedule
* Enable Schedule: Click to enable scheduling for the backup.

* Backup Filename prefix: Type a prefix filename for the backup. Each scheduled backup that is created
will append the prefix to the beginning of the backup filename.

* Date and Time: Click to configure the date and time the backup will complete.
* Backup Interval: Type the number of days between YADA.

* Retention Limit Type the number backups to YADA.

Encryption
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*  Encryption: Displays whether or not encryption is configured for each scheduled backup.
*  Configure Security. Click to configure security settings to encrypt each scheduled backup.
*  Encrypt backups. Select this option to encrypt each scheduled backup.
*  Password: Type the password to YADA. The password must be YADA
* Repeat Password: Tye the password again to verify the password.

Restore Backup

Select Restore Backup to restore a backup from an earlier backup. See Backup and restore on page 75 for
instructions on performing an actual restore.

RESTORE BACKUP LR201412007447

ACTION STATUS ¢ BACKUP TIME ® | FILENAME ¢ LocaTioN
Al v
Success Fri Jan 27 2023 05:29.03 G..
Success Wed Jan 25 2023 21:29:05 ..
Success Wed Jan 25 2023 21:29.04 ..

Cancel

* Action: Click Restore to restore a backup for the device. You will need to select to restore either
Application Settings or Application and System Settings.

* Application Settings. Select this option to restore all application settings and customizations,
including capture templates, filters, graphs, alarms, notifications, name table, SSL certificates,
and custom plugins. .

* Application and System Settings: Select this option to restore all application settings and
customizations, including capture templates, filters, graphs, alarms, notifications, name table,
SSL certificates, and custom plugins. Additionally, all system settings are restored and include all
new and/or updated users, SNMP, NTP, network, time zone, and host customizations.

*  Password: Type the password of the backup you are restoring.

* Restore: Click to perform the restore.
* Status: Displays the status of the backup.
* Backup Time: Displays the date and time the backup was completed
* File Name: Displays the name of the backup.

* Location: Displays the location of the backup.
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Share

Select the Share option to share the selected devices with other users who manage and configure appli-
ances. You will need to add a user by completing the Manage Users dialog.

MANAGE USERS  sv201701001384

Add User

First Name
Last Name

Email

=NN -

Primary User

Secondary User(s)

No users found.

*  First Name: Type the first name of the user.

* Last Name: Type the last name of the user.

*  Emoail Type the email address of the user.

* Reset: Click to clear the Add User values.

* Add: Click to add the user to the list of secondary users.

*  Primary User. Displays the primary user of the device when the device was registered with LiveAction. If
multiple appliances are selected in the list of devices, the Primary User is not displayed.

* Secondary User(s). Displays any secondary users assigned to the device. If multiple appliances are
selected in the list of devices, the Secondary User(s) are not displayed.

Create Template

Select the Create Template option to create a template based on the configuration of the selected device.
Once created, the template can be selected when you click the Template button. See also Template on
page 51 and DMS Templates tab on page 66.

Compare Configurations

Select the Compare Configurations option to compare details between two selected devices. This option is
available only when two devices are selected.

iDRAC Settings

Select the iDRAC Settings option to configure various options for LiveWire Virtual that would normally be
configured by using the iDRAC utility on LiveWire Virtual. See also Integrated Remote Access Controller
(iDRAC) on page 69.
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Note Only selected options available from the iDRAC utility are available and configurable below.

*  Hostname: Displays the Hostname of the device. Type a new Hostname to change it.

* Domain Name: Displays the Domain Name of the device. Type a new Domain Name to change it.
* Time Zone: Displays the Time Zone of the device. Select a new Time Zone to change it.

* DNS Server I Displays the DNS Server used by the device. Enter a new DNS Server to change it.

* DNS Server 2 Displays the DNS Server used by the device. Enter a new DNS Server to change it.

*  Web Server TLS Version: Displays the TLS protocol version support used by the device. You can select
from the following: TLS 1.1 and Higher, TLS 1.2 and Higher, and TLS 1.3

* Host Header Check: Select to enable Host Header Check requests.

Network Settings:

* NICIP Address: Displays the static NIC IP Address of the device. Type a new NIC P Address to change it.

* NIC Gateway. Displays the NIC Gateway of the device. Type a new NIC Gateway to change it.

* NICSubnet Mask: Displays the NIC Subnet Mask of the device. Type a new NIC Subnet Mask to change
it.

Authentication:

* Username: Displays the Username of the device. Type a new Username to change it.

*  Password: Configures the Password of the device. Type a new Password to change it.

Update Settings:

* Enable Updates: Select to enable updates on the device. If enabled, you must configure the Update
Proxy Server, Update Proxy User, and Update Proxy Password.

* Update Proxy Server. Displays the Update Proxy Server of the device. Type a new Update Proxy Server
to change it.

* Update Proxy User. Displays the Update Proxy User of the device. Type a new Update Proxy User to
change it.

* Update Proxy Password: Displays the Update Proxy Password of the device. Type a new Update Proxy
Password to change it.

SNMP:

* Enable SNMP. Select to enable the SNMP Agent on the iDRAC. If enabled, you must configure the SNMP
Community.
*  SNMP Community. Configures the SNMP Community name used for SNMP Agents. Type a new
SNMP Community name to change it
*  EnableSNMP Alert I Select to enable the SNMP Alert 1on the iDRAC. If enabled, you must configure the
Alert ] Target Address.
* AlertlTarget Address. Displays the IPv4, IPv6, FQDN address, or hostname of the target destination
to receive alerts. Must be valid IPv4, IPv6, FQDN address, or hostname.
* Enable SNMP Alert 2: Select to enable the SNMP Alert 2 on the iDRAC. If enabled, you must configure
the Alert 2. If enabled, you must configure the Alert 2 Target Address.

* Alert2 Target Address: Displays the IPv4, IPv6, FQDN address, or hostname of the target destination
to receive alerts. Must be valid IPv4, IPv6, FQDN address, or hostname.

NTP:

* Enable NTP:.Select to enable an NTP server on the iDRAC. If enabled, you must configure the NTP
Server.
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* NTP Server. Displays the name or IP address of the NTP Server. Type a new name or IP address to
change it.

Event Filters:

* Alert Displays any iDRAC Event filters configured for the device.

* Add: Click to add a new Event filter configured in the text box. You must provide any parameters by
defining what you want to be alerted to and how you want to be notified. You can configure as may
event filter commands as you want. The general format of an alert category:
idrac.alert.category.[subcategoryl.[severityl

Search

Use the Search field to locate a specific device in the list of devices. Simply enter a text string to display all
appliances that match the text string.

Action LIVEUX LIVENX LIVEWIRE/LIVECAPTURE SUPPORT CASES DOWNLOADS
Devices Templates
Device State: Up: 3 Down: 2 N/A: 3 Registered Devices: Present: 7 None: 1 Activation Status: Present: 5 None: 3
Refresh Q m
DEVICESERI.. G DEVICENAME G HOSTNAME DEVICE STATE ¢ IPADDRESS §  MODEL ¢ LOCATION G ADDRESS ¢ ASSETTAG ¢ TIMEZONE $  BXPIRATION.. $  ENDOFLIFE.. & NOT
All v
GiangOnEdg GiangOnEdg @ Dow 92.168 95 Edge Halo ch addressc. America/Ne. 2022-05-31 Adg
livewire-747-. livewire-747-. @ Up 00044 America/Los. 2100-01-01 2022-08-26
liveaction ® N/A 0.8.1.203 Pacific/Midw. 2100-01-01
test test - NA Incation ardress Chris Americarl as 21000101 Inte

Display Columns

Click the Display Columns icon and then select the columns you want to display in the list of devices.
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Present: 5 MNone: 3
m
Device Serial
XPIR NOT
Device Name
Host Name
Device State Add
100! IP Address
100! Model
100! Location lote
1001 Address
100 Asset Tag
Time Zone

Expiration Date

End Of Life Date
Notes

Version

Engine Type

Shared Users Count
Scheduled Action(s)
Configuration Status

Registered

=1
=T -

Activation Status

Save

Export to CSV
Click the Export to CSV icon (..) to display an option for exporting the list of devices to a .csv file.

N None: 3
1l |
Export to C5V
- END GFroFE =+ morl
Check Box

To select a device in the list of devices, select the check box of the desired devices. Selecting the check box
at the top of the column allows you to select or clear the check boxes of all devices in the list of devices.
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Action LIVEUX

Device State: Up: 3 Down: 2

Template = Configure Upgrade

DEVICE SERL.. %  DEVICENAME < HOS1

LAZ20201150.. GiangOnEdg... Gian
SV20171250 livewire-747-.. livev
SV20170450..  liveaction
SV20170100. test test
SVZ0161050._ Capture Engi .. lives
SV20170100.. | otter
SV20150800.. | livewire-420
LR201471200._. Capture Engi .. lives

Devices column headings

Descriptions of the columns displayed in the list of devices are provided below.

Tip Below each of the column headings is either a text box or list box that you can use to filter the
devices displayed in the list of Devices. To filter using the text box, simply enter a text string to
display the devices that match the text string. To filter using a list box, click the box and select
an option to display the devices that match that option.

Ac t|0n LIVEUX LIVENX LIVEWIRE/LIVECAPTURE SUPPORT CASES DOWNLOADS

Templates
Device State: Up: 3 Down: 2 N/A: 3 Registered Devices: Present: 7 None: 1 Activation Status: Present. 5 None: 3
Refresh Q m
DEVICESERI.. & DEVICENAME ¢ = HOSTNAME £ DEVICE STATE ¢ IPADDRESS £ MODEL ¢ LocATION ¢ ADDRESS ¢ ASSETTAG ¢ TIMEZONE ¢ | EXPIRATION.. ¢ ENDOFUFE.. & NOT
All v
GiangOnEdg GiangOnEdg @ Dowr Edge Halo ch addressc. America/Ne. 2022-05-31 Adg
livewire-747-. livewire-747-. ® Down America/Los. 2100-01-01 2022-08-26
liveaction ® N/A 10.8.1.203 Pacific/Midw. 2100-01-01
test test * N/A location address Chris America/Los 2100-01-01 lote
Capture Engi. liveaction-85... America/Los... 2100-01-01
otter ® Down 10.8.1.50 America/Los. 2100-01-01
livewire-429 ® N/A America/Los... | 2100-01-01
Capture Engi liveaction @ Dowr 10.0.0.53 carlsbad America/Los. 2100-01-01 20220812
Alrows | '8

* Device Serial: Displays the serial number of the device.
* Device Name: Displays the name of the device.

* Host Name: Displays the host name of the device used by DNS.
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* Device State: Displays whether the device is Up or Down. A device is up if it has contacted the DMS in
the last 25 minutes.

* [P Address: Displays the |IP address of the device. The IP Address value is a link which can be used to
connectdirectly to Omnipeek running on the device. This makes it easy to use the DMS as a launch pad
to access all of the devices being managed. It can also be used to discover the [P Address in the case
where the device is set to DHCP, or for some other reason the IP Address is not known. The IP Address is
provided by the device every time the device connects back to the portal, which by default is every 10
minutes. This way, if the IP Address of the device changes, the IP Address value displayed in the DMS
portal will reflect that.

* Model Displays the model of the device (Edge, 1100, 3100, or Virtual).
* Location: Displays the location of the device.

* Address: Displays the address of the device. Typically, this is the mailing address where the device is
located.

* Asset Tag: Displays the asset tag of the device.
* Time Zone: Displays the time zone of the device.

* Expiration Date: Displays the date that the maintenance on the device will expire. Once the expiration
date has passed, you can still access the DMS and use it to manage most of the device configuration;
however, until the maintenance is renewed, the device cannot be upgraded to a newer version. As
LiveAction releases new versions a few times a year with significant improvements, we recommend
keeping the devices up to date with the latest releases of the software.

* End Of Life Date: Displays the date for when the device should be replaced.

* Notes: Displays any notes entered for the device.

* Version: Displays the version number of the software installed on the device.

* Engine Type: Displays the type of device, which can be LiveWire, LiveCapture, or LiveWire Virtual
* Shared Users Count. Displays the number of secondary users that have access to the device.

* Scheduled Action(s). Displays any ‘Actions’ scheduled for the device.

* Configuration Status: Displays any status associated with configuration of the device.

* Registered. Displays a check mark if the device has been registered with LiveAction.

* Activation Status: Displays a check mark if the license on the device is valid and not expired.

DMS Templates tab

The DMS Templates tab displays the templates associated with your account. Templates allow you to con-
figure settings independent of a particular device, and then apply the template, and thus the settings, to a
device, or multiple devices in bulk at the same time. A description of each of the available options and set-
tings in the Templates tab is provided below:
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Ac t|0n LIVEUX LIVENX LIVEWIRE/LIVECAPTURE SUPPORT CASES DOWNLOADS
Devices Templates
Add Template

TEMPLATE NAME ¢ VERsION ¢ TIMEZONE ¢ SHARED < OWNER o
221 America/Anchorage (UTC-09:00) cbloom@liveaction.com
221 America/Los Angeles (UTC-08:00) v cbloom@liveaction.com
214 America/Los Angeles (UTC-08:00) cbloom@liveaction.com
211 Pacific/Midway (UTC-11:00) cbloom@liveaction.com
212 Pacific/Midway (UTC-11:00) cbloom@liveaction.com
211 Pacific/Midway (UTC-11:00) cblgom@liveaction.com

I 221 America/Los Angeles (UTC-08:00) v dvyas@liveaction.com

Allovs | 7

Click the Add Template button to display the ADD TEMPLATE dialog to add a new template to the configu-
ration.

N
Settings
ADD TEMPLATE
Settings Template Version *
231

Authentication

Upgrade Settings Template Name *

Backup Settings

SNMP Credentials Timezone *

iDRAC Settings America/Los Angeles (UTC-08:00)

NTP Server

Cancel

* Template Version: Click to select the version of the template you are configuring.

* Template Name: Type a name for the template.

* Timezone: Click to select the timezone for the template.

*  NTPServer. Enter the address of any NTP servers to add to the configuration, and then click Add Server.

* NTPServers: Displays the list of NTP servers added to Settings. You can click the Edit icon to editan NTP
server in the list, or click the Trash icon to remove an NTP server from the list.

Authentication
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ADD TEMPLATE

Settings Enable 08 authentication anly

Authentication © Enable third-party authentication

Upgrade Settings

Backup Settings Add Q
SNMP Credentials Name & Type ¢ Host ¢ Port & InUse & Action
iDRAC Settings
No server found
Cancel Reset

* Enable OS authentication only. Select this option to use the local OS authentication.

* Enable third-party authentication: Select this option to use TACACS+ or RADIUS authentication. If this
option is selected, click Add to configure the new authentication setting.

* Add: Click to add a new authentication setting You will need to configure the new authentication
setting.

* Name: Displays the name of the authentication setting.
* Type: Displays the type of authentication, which can be either ‘'RADIUS or TACACS+/
* Host Displays the host of the authentication setting.
*  Port Displays the port of the authentication setting.
* Secret Displays the secret key of the authentication setting.
* Use: Displays whether or not the authentication setting is in use.
* Save: Click to save the authentication setting.
* Search: yadayada.
Upgrade Settings
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ADD TEMPLATE
|
Settings Enable Upgrade
Authentication Date and Time * . .
Upgrade Settings 03/14/2023 10 . 33 AM

Backup Settings
SNMP Credentials

iDRAC Settings

Cancel Reset

* Enable Upgrade: Select to enable the upgrade on the selected templates. If you enable the upgrade,
you are presented with settings to specify the date and time the upgrade should take place.

.
Backup Settings
ADD TEMPLATE
Settings SFTP Schedule
Authentication Status: Not Configured
SFTP should be configured first
Upgrade Settings Configure SFTP

Backup Settings

SNMP Credentials Encryption Backup Filename prefix
IDRAC Settings Encryption: Mot Cenfigured
Configure Security Date and Time *

Backup Interval Retention Limit

Cancel

SFTP
* Configure SFTP: Click to configure the SFTP (Secure FTP) server for the backup.
* Hostname: Type the IP address of the SFTP server.
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* Port Type the port used for the SFTP Server.

* Username: Type a username.

* Password: Type the password again to verify the password.

* Directory. Type the directory where backups are saved on the SFTP server.
* Delete: Click to delete the configured SFTP server for the backup.
Schedule
* Enable Schedule: Click to enable scheduling for the backup.

* Backup Filename prefix: Type a prefix filename for the backup. Each scheduled backup that is created
will append the prefix to the beginning of the backup filename.

* Date and Time: Click to configure the date and time the backup will complete.
*  Backup Interval: Type the number of days between YADA.
* Retention Limit Type the number backups to YADA.
Encryption
*  Encryption: Displays whether or not encryption is configured for each scheduled backup.
* Configure Security. Click to configure security settings to encrypt each scheduled backup.
*  Encrypt backups. Select this option to encrypt each scheduled backup.
*  Password: Type the password to YADA.
* Repeat Password. Tye the password again to verify the password.
SNMP Credentials

ADD TEMPLATE

Settings SNMP CREDENTIALS Disabled
Authentication - )
Authentication Password * Privacy Password *
Upgrade Settings
Backup Settings

SNMP Credentials

iDRAC Settings

Cancel

* Enabled/Disabled: Select to enable or disable the SNMP Credentials configured below for the
Authentication Password and Privacy Password.

* Authentication Password: Type a new Authentication Password to change it from the default
Authentication Password displayed in ‘LiveNX SNMP Configuration’ in LiveFlow on page 87.
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* Privacy Password: Type a new Privacy Password to change it from the default Authentication Password

displayed in ‘LiveNX SNMP Configuration’ in LiveFlow on page 87.

iDRAC Settings

ADD TEMPLATE

Settings
Authentication
Upgrade Settings
Backup Settings
SNMP Credentials

iDRAC Settings

Cancel

IDRAC SETTINGS Disabled

Hostname *

DNS Server 1*

Web Server TLS Version

Network Settings

NIC IP Address

Authentication

Username *

lindata @attinac

Domain Name *

DNS Server2 *

NIC Gateway

Password *

Time Zone *

NIC Subnet Mask

Note Only selected optionsavailable from the iDRAC utility are available and configurable below. See

also Integrated Remote Access Controller (iDRAC) on page 69.

* Hostname: Displays the Hostname of the device. Type a new Hostname to change it.

*  Domain Name: Displays the Domain Name of the device. Type a new Domain Name to change it.

* Time Zone: Displays the Time Zone of the device. Select a new Time Zone to change it.

* DNS Server I: Displays the DNS Server used by the device. Enter a new DNS Server to change it.

* DNS Server 2 Displays the DNS Server used by the device. Enter a new DNS Server to change it.

*  Web Server TLS Version: Displays the TLS protocol version support used by the device. You can select

from the following: TLS 1.1 and Higher, TLS 1.2 and Higher, and TLS 1.3
* Host Header Check: Select to enable Host Header Check requests.

Network Settings:

* NICIP Address: Displays the static NIC IP Address of the device. Type a new NIC P Address to change it.
* NIC Gateway. Displays the NIC Gateway of the device. Type a new NIC Gateway to change it.
* NICSubnet Mask: Displays the NIC Subnet Mask of the device. Type a new NIC Subnet Mask to change

it.

Authentication:

* Username: Displays the Username of the device. Type a new Username to change it.

*  Password: Configures the Password of the device. Type a new Password to change it.

Update Settings:
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* Enable Updates: Select to enable updates on the device. If enabled, you must configure the Update
Proxy Server, Update Proxy User, and Update Proxy Password.

* Update Proxy Server. Displays the Update Proxy Server of the device. Type a new Update Proxy Server
to change it.

* Update Proxy User. Displays the Update Proxy User of the device. Type a new Update Proxy User to
change it.

* Update Proxy Password: Displays the Update Proxy Password of the device. Type a new Update Proxy
Password to change it.

SNMP:

* Enable SNMP:Selectto enable the SNMP Agent on the iDRAC. If enabled, you must configure the SNMP
Community.

*  SNMP Community. Configures the SNMP Community name used for SNMP Agents. Type a new
SNMP Community name to change it

* EnableSNMP AlertI:Select to enable the SNMP Alert 1 on the iDRAC. If enabled, you must configure the
Alert ] Target Address.

* Alert]Target Address: Displays the IPv4, IPv6, FQDN address, or hostname of the target destination
to receive alerts. Must be valid IPv4, IPv6, FQDN address, or hostname.

* Enable SNMP Alert 2: Select to enable the SNMP Alert 2 on the iDRAC. If enabled, you must configure
the Alert 2. If enabled, you must configure the Alert 2 Target Address.

* Alert2 Target Address: Displays the IPv4, IPv6, FQDN address, or hostname of the target destination
to receive alerts. Must be valid IPv4, IPv6, FQDN address, or hostname.

NTP:

* Enable NTP:Select to enable an NTP server on the iDRAC. If enabled, you must configure the NTP
Server.

* NTP Server. Displays the name or IP address of the NTP Server. Type a new name or |P address to
change it.

Event Filters:
* Alert Displays any iDRAC Event filters configured for the device.

* Add: Click to add a new Event filter configured in the text box. You must provide any parameters by
defining what you want to be alerted to and how you want to be notified. You can configure as may
event filter commands as you want. The general format of an alert category:

idrac.alert.category.[subcategoryl.[severity]

Edit
Click the Edit button to edit the selected template. See also Add Template on page 67.

Delete
Click the Delete button to delete the selected template.

Share

Click the Share button to share the selected template with other users who manage and configure appli-
ances. You will need to add a user by completing the Manage Users dialog.
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MAMNAGE USERS  upgrade

First name

Last name

Email

Primary User«

Secondary User(s)

*  First Name: Type the first name of the user.

* Last Name: Type the last name of the user.

*  Email Type the email address of the user.

* Reset: Click to clear the Manage User values.

* Add: Click to add the user to the list of secondary users.

*  Primary User. Displays the primary user of the device when the device was registered with LiveAction. If
multiple appliances are selected in the list of devices, the Primary User is not displayed.

* Secondary User(s). Displays any secondary users assigned to the device. If multiple appliances are
selected in the list of devices, the Secondary User(s) are not displayed.

Template column headings

Descriptions of the columns displayed in the list of templates are provided below.

Tip Below each of the column headings is a text box you can use to filter the templates displayed in
the list of templates. To filter using the text box, simply enter a text string to display the
templates that match the text string.
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Ac t|0n LIVEUX LIVENX LIVEWIRE/LIVECAPTURE SUPPORT CASES DOWNLOADS
Devices Templates
Add Template

TEMPLATE NAME ¢ VERsION ¢ TIMEZONE ¢ SHARED < OWNER o
221 America/Anchorage (UTC-09:00) cbloom@liveaction.com
221 America/Los Angeles (UTC-08:00) v cbloom@liveaction.com
214 America/Los Angeles (UTC-08:00) cbloom@liveaction.com
211 Pacific/Midway (UTC-11:00) cbloom@liveaction.com
212 Pacific/Midway (UTC-11:00) cbloom@liveaction.com
211 Pacific/Midway (UTC-11:00) cblgom@liveaction.com

I 221 America/Los Angeles (UTC-08:00) v dvyas@liveaction.com

Allroes | (7

* Template Name: Displays the name of the template. Click the name to display details about the
template.

* Version: Displays the version number of the template.
* Timezone: Displays the time zone of the template.

* Shared: Displays the users that have been shared with the device. Shared users can fully configure a
device from DMS.

*  Owner. Displays the owner of the device. There can only be one owner of the device.
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Backup and restore

The Backup Settingsin DMS lets you configure and designate an SFTP (Secure FTP) server for backing up the
application and system settings on the LiveWire device. Once a backup is created, you can use the Restore
Backup settings to restore either the application settings, or both the application and system settings to the
same or different LiveWire device.

Here are descriptions of the Application and System settings that are included in a backup:

* Applicationsettings: These are all application settings and customizations, including capture templates,
filters, graphs, alarms, notifications, name table, SSL certificates, and custom plugins.

*  System settings: These are new and/or updated users, SNMP, NTP, network, time zone, and host
customizations.

Creating a backup

1. Click the Elipsis (..) in DMS and select Backup Settings. The Backup Settings dialog appears. See Backup
Settings on page 58 for a description of each of the settings.

BACKUP SETTINGS LR201412007447

SFTP

Status: Configured

Configure SFTP Delete

Schedule
Enable Schedule

Backup Filename prefix

Date and Time *
Backup Interval Retention Limit

Encryption

Encryption: Not Configured

Configure Security
Cancel
SFTP

* Configure SFTP: Click to configure the SFTP (Secure FTP) server for the backup.
* Hostname: Type the IP address of the SFTP server.
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* Port Type the port used for the SFTP server.

* Username: Type a username for the SFTP server.

* Password: Type a password for the SFTP server.

* Directory. Type the directory where backups are saved on the SFTP server.

Delete: Click to delete the configured SFTP server for the backup.

Schedule

Enable Schedule: Click to enable scheduling for the backup.

Backup Filename prefix: Type a prefix filename for the backup. Each scheduled backup that is created
will append the prefix to the beginning of the backup filename.

Date and Time: Click to configure the date and time the backup will complete.
Backup Interval: Type the number of days between when backups are performed.

Retention Limit Type the number backups to save before a backup is deleted.

Encryption

Encryption: Displays whether or not encryption is configured for each scheduled backup.

Configure Security. Click to configure security settings to encrypt each scheduled backup.

*  Encrypt backups. Select this option to encrypt each scheduled backup.

*  Password: Type a password for the encrypted backup.

* Repeat Password. Tye the password again to verify the password.

Apply. Click to apply the backup settings on the device.

Click Configure SFTP to configure the SFTP (Secure FTP) server for the backup.The Configure SFTP dialog

appears.
CONFIGURE SFTP
Hostname * Port *
10.10.10.10 22
Username *
admin
Password *
@
Directory *

fvar/lib/omni/data

Cance

Configure the SFTP server you want to use as the backup server. You will need to configure the
Hostname, Port, Username, Password, Directory, and click Save.

On the Backup Settings dialog, select the Enable Schedule check box. You will need to configure the
Backup Filename Prefix, Date and Time, Backup Interval, Retention Limit, Encryption, and click Apply.
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BACKUP SETTINGS
SFTP
Status: Configured

Configure SFTP

Schedule
Enable Schedule

Backup Filename prefix *

test

Date and Time *

01,/30/2023

Backup Interval *

Encryption

Encryption: Mot Configured

Configure Security

LR201412007447
Delete
”~ ”~
12 : 39 PM
Retention Limit *

Restoring a backup

2,

Click the Elipsis (..) in DMS and select Restore Backup. The Restore Backup dialog appears.

RESTORE BACKUP  LR201412007447

ACTION STATUS

All

Restor Success

Restore Success

Restore Success

¥ BACKUP TIME ¢ FILE NAME o LOCATION

Fri Jan 27 2023 05:29:03 G..
Wed Jan 25 2023 21:29:05 ..

Wed Jan 25 2023 21:29:04 ..

Cancel

In the Action column, select the backup you want to restore. The second Restore Backup dialog

appears.
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RESTORE BACKUP LR201412007447

Are you sure you want to restore backup for this device?

© Application settings
Select this option to restore LiveAction application settings and
customizations. This includes capture templates, filters, graphs,
alarms, natifications, name table, S50 certificates, and custom plugins.

Application and system settings

Select this option to restore the LiveAction appliance and application
settings and customizations. For example, this includes new and/or
updated users, SNMP, NTP, network, time zone, and host
customizations. In addition, it includes all LiveAction application
changes as described above.

Password

@&

3. Select either the Application Settings or Application and System Settings option, enter the Password
for the backup, and click Restore.

Configuring network settings by command script

You can configure LiveWire Virtual network settings by using the ‘omni-interface’ command script from the
root’ user command prompt (root@LiveWire). To get to the root user command prompt, enter the follow-
ing command from the command prompt and enter ‘admin’ as the password when prompted:

#sudo su
Here are the commands to configure the network settings from the command prompt:

Usage: omni-interface [options]

options:
-a, --adapter adapter to modify
-f, --wifi enable or disable Remote AP Capture capability [on|off]
-¢, --dhcp configure dhcp
-s, --static configure static
-, --manual configure manual
-r, --address static adapter address

-m, --netmask static adapter netmask

-b, --broadcast  static adapter broadcast address
-w, --network static adapter network address
-g, --gateway static adapter gateway address
-h, --hwaddress  static adapter mac address

-d, --dns static dns servers (comma separated)
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Important! The Ethernet ports can be configured to obtain an IP address automatically from a DHCP server
by specifying ‘dhcp’ instead of ‘static’ settings; however, we strongly recommend the use of
static IP addresses for the Ethernet ports. If DHCP is used, and if the address should change on a
new DHCP lease, then the user must restart the Capture Engine service to see the new IP
addresses in the ‘Adapters’ capture options in Omnipeek.

Additionally, if you specify ‘dhcp’ instead of ‘static’ settings, and there is no DHCP server
available, you must allow the command to time-out.

Using LiveWire Virtual with Omnipeek

Any computer on the network with the Omnipeek Windows software installed can now access the Capture
Engine running on LiveWire Virtual. From the Capture Engine window in Omnipeek, you can configure, con-
trol, and view the results of the Capture Engine remote captures.

For more information on how to view and analyze remote captures from within the Omnipeek console,

please see Using Capture Engines with Omnipeek on page 117, and also the Omnipeek User Guide or
Omnipeek online help.
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About sending telemetry to LiveNX and ThreatEye

LiveWire Virtual is designed to send LiveFlow telemetry data to LiveAction’s LiveNX and ThreatEye plat-
forms. LiveNX is a network and application performance monitoring platform with patented end-to-end
visualization for a global view of the network and the ability to drill-down to individual devices. ThreatEye is
a Network Detection & Response platform, unfazed by encrypted network traffic, that uses advanced
behavioral analysis and machine learning for threat detection and security compliance. This chapter
describes the tasks you must perform in order to properly send LiveFlow telemetry data from LiveWire Vir-
tual to LiveNX and ThreatEye.

Configuring LiveFlow telemetry

To send the LiveFlow telemetry data that LiveNX or ThreatEye uses for its platform, you must use Omnipeek
to first create a new LiveFlow capture and then configure the settings for that capture to send LiveFlow
telemetry to either the LiveNX and/or ThreatEye platforms.

= LiveAction Omnipeek® - & aimin

Engines / Capture Engine / Captures

# Home Captures Forensics Files Forensic Searches Events Adapters Settings Admin

1[]
i
b

Captures Search x =+ New Capture Start A Stop Al Delete A

New Capture

New “LiveFlow Capture”

Mew Forensics Capture”

Mew "Monitoring Capture”
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= LiveAction Omnipeek® £ - & admin

Engines / Capture Engine / Captures / New Capture

# Home Captures Forensics Files Forensic Searches Events Adapters Settings Admin

General v

NAME LiveFlow Capture

B Capture to disk

B Friority to CTD

Intelligent CTD
Reduces the amount of data stored and increases retention time by slicing encrypted payloads
FILE NAME LiveFlow-
FILE SIZE (MB) 1024
DISK SPACE FOR THIS o O Disk Space: 40 GB
CAPTURE 1GB goge  Files: 40

Retention time 1 Days b
New file every 6 Hours v

CAPTURE STATISTICS B Timeline statistics

Top statistics
B Application statistics
VolP statistics

PACKET FILE INDEXING Application Physical Address
Country Port
I IP Address Protocol
IPv6 Address WVLAN
MPLS

BUFFER SIZE (MB) 256

B Start capture immediately

-

Ca nCEI n

d

Note Scroll down in the capture options to see LiveFlow settings for Template Refresh Interval and
Options Template Refresh Interval These settings let you configure the amount of time (in
seconds) LiveWire Virtual sends template information to LiveNX. The templates provide the
instructions to LiveNX on how to interpret the template data records in the exported LiveFlow
data. The default is set to 600 seconds (10 minutes). If you make any changes to your template
settings, it will take the specified number of seconds for the changes to take effect. If you
recently connected LiveWire Virtual to the network, it may take up to 600 seconds for LiveNX
and ThreatEye to see the LiveFlow data from LiveWire Virtual. You may want to adjust the
settings to the desired intervals.

General

The General settings let you set up and configure the LiveFlow capture.
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= LiveAction Omnipeek-

Engines / Capture Engine / Captures / New Capture

# Home Captures Forensics Files

Forensic Searches Events Adapters Settings Admin

o

& admin

General

NAME

FILE NAME
FILE SIZE (MB)

DISK SPACE FOR THIS
CAPTURE

CAPTURE STATISTICS

PACKET FILE INDEXING

BUFFER SIZE (MB)

LiveFlow Capture
B Capture to disk
B Friority to CTD

Intelligent CTD

Reduces the amount of da

LiveFlow-

1024

[«

ta stored and increases retention time by slicing encrypted payloads

1GB

Retention time 1

New file every 6

B Timeline statistics
Top statistics

20 GE

Days ~

Hours w

B Application statistics

VolP statistics

Application
Country

IP Address
IPv6 Address
MPLS

256

Physical Address
Port

Protocol

WLAN

B Start capture immediately

Disk Space: 40 GB
Files: 40

your captures.

-

Ca nCEI “

Name: Type a descriptive name for the capture. Unique names can help you to identify and organize

d

Capture to disk: Select this option to save packet files on your disk. Packet files saved to your hard disk
(and the individual packets/packet decodes in each of the files) can be opened and analyzed at a later
time with Omnipeek. If you are more interested in speeding up analysis of the data and conserving hard
disk space, you may want to disable Capture to disk.

*  Priority to CTD:Select this option so that real-time analysis doesn'timpact the capture-to-disk (CTD)
performance. When this option is enabled, it is less likely that packets are dropped when they are
captured to disk. If capturing all the packets to disk is desirable, enable Priority to CTD. If analysis is
more important, disable Priority to CTD.

* Intelligent CTD: Select this option to reduce the amount of data stored to disk and increase your
retention time by intelligently slicing off encrypted payloads. It does this by tracking flows—if a flow
is encrypted, the full data for the first 20 packets is kept and the payload from the rest of the
packets is sliced. It keeps the first 20 without slicing so the certificate exchange is always included.

Intelligent CTD is an advanced feature that provides significant benefits to network security and
data retention. It reduces the amount of data stored on disk and increases retention time by

intelligently slicing off encrypted payloads, which helps to conserve storage space and improve
system performance.

General
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The way Intelligent CTD works is by tracking flows on the network. When a flow is detected as
encrypted, Intelligent CTD keeps the full data for the first 20 packets and slices the payload from
the rest of the packets. This ensures that the certificate exchange is always included in the data,
which is critical for identifying encrypted traffic and providing context for analysis.

The benefits of Intelligent CTD are numerous. Firstly, it helps to optimize storage usage, as the
system doesn't store unnecessary data. This helps to reduce the cost of storage and improve system
performance by reducing the amount of data that needs to be processed.

Secondly, Intelligent CTD helps to improve retention time. By conserving storage space, it enables
organizations to retain data for longer periods, which can be critical for compliance and regulatory
requirements. This also enables organizations to perform more in-depth analysis of data, which can
provide valuable insights into network activity and help to identify potential threats.

Thirdly, Intelligent CTD helps to maintain privacy and compliance. By keeping the certificate
exchange in the data, it ensures that the system can identify encrypted traffic and provide context
for analysis, without compromising the privacy of users. This helps organizations to comply with
privacy regulations and maintain the trust of their users.

Overall, Intelligent CTD is a powerful feature that provides numerous benefits to network security
and data retention. By intelligently slicing off encrypted payloads, it helps to optimize storage
usage, improve retention time, and maintain privacy and compliance.

File Name: Type the name used as a base file name prefix for each capture file that is created using the
Capture to disk option. Additionally, each capture file is appended with a timestamp indicating the
date and time the file was saved. The format of the timestamp is YYYY-MM-DD-HH.MM.SS.mmm.

File Size (MB): Enter or select the maximum file size before a new file is created.

Disk Space For This Capture: Move the slider control to set the amount of hard disk space allocated for
the capture. The minimum value of the slider is the minimum size of disk space a capture can occupy.

Retention time: Select this option to configure how long CTD files can remain on disk. You will need
to configure the amount of minutes, hours, or days. For example, if you specify 3 days as the
retention time, you'll only see the CTD files written within the past 3 days regardless of how much
disk space you reserve for the capture.

New file every. Select this option to create a new CTD file at a specific time interval rather than
when the CTD file size specified is reached. You will need to configure the amount of minutes,
hours, or days. For example, if you specify that you want a new file every 1 minute witha 4 GB CTD
file size, there will be a new CTD file every 1 minute even if the CTD file is only 1 GB in size. If the 4 CB
size limit is reached before the 1 minute mark, then the New file every option doesn't come into
effect.

Capture Statistics: Select the type of statistics desired for the capture:

Timeline Statistics: Select this option to populate the capture engine database with capture data
and basic network statistics such as utilization, size, distribution, etc. These statistics are then made
available through the Capture Engine Forensics tab.

Top Statistics: Select this option to populate the capture engine database with top nodes and top
protocols statistics. These statistics are then made available through the Capture Engine Forensics
tab.

Application Statistics: Select this option to populate the capture engine database with applications
statistics which are made available through the various ‘application’ displays.

VoIP Statistics: Select this option to populate the capture engine database with VolIP call quality and
call volume statistics. These statistics are then made available through the Capture Engine
Forensics tab.

Note Selecting the VoIP Statistics option may affect capture performance, especially when there are

more than 2000 simultaneous calls on the network. Selecting the Top Statistics option may
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affect capture performance, especially when there are more than 10,000 active nodes captured
on the network.

* Packet File Indexing: Under certain conditions, Packet File Indexing increases performance for forensic
searches that use software filters. Overall capture-to-disk performance can degrade slightly, but
forensic search results may be returned significantly faster if the packet elements being filtered are
contained in the index and the packet characteristic is sparsely located within the packet files being
searched. Enable the packet characteristics below you are most likely to use in a forensic search
software filter.

Application
Country

IP Address

IPv6 Address
MPLS

Physical Address
Port

Protocol

VLAN

*  Buffer Size (MB): Enter a buffer size, in megabytes, for the amount of memory dedicated for the capture
buffer. The capture buffer is where packets are placed for analysis. The default is 256 megabytes. A
larger buffer can reduce or eliminate packet loss due to spikes in traffic. When Capture to disk is
enabled, the Buffer Size option is unavailable.

Start Capture Immediately: Select this option to immediately begin capturing packets once you
click OK.

Adapter

The Adapter settings display the capture adapters available on LiveWire Virtual. Select the desired adapter
for the LiveFlow capture.
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LiveAction Omnipeek

Engines / Capture Engine / Captures / New Capture
# Home Captures Forensics Files Forensic Searches Events Adapters Settings Admin

IPvE Address WLAN -
MPLS

BUFFER SIZE (MB) 256

Start capture immediately

Adapter v
O ethd

Ethernet, 10,000 Mbits/s, 00:50:56:AD:75:60
ethl

Ethernet, 10,000 Mbits/s, 00:50:56:AD:CD:59

LiveFlow v

TEMPLATE REFRESH
INTERVAL (SECONDS)

600

OPTIONSTEMPLATE ¢
REFRESH INTERVAL
(SECONDS)

FLOW REFRESH
INTERVAL (SECONDS)

60

Enforce 3-Way Handshake
Turbo
RECORDS LiveNX Telemetry
SERVER

104100125

May be an I address, or 2n IP address and a port separated by a colon

Application Performance
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LiveFlow

The LiveFlow settings lets you further configure the LiveFlow data of the capture.

= LiveAction Omnipeek® £ - & admin

. Engines / Capture Engine / Captures / Mew Capture

# Home Captures Forensics Files Forensic Searches Events Adapters Settings Admin

LiveFlow v B

TEMPLATE REFRESH
INTERVAL (SECONDS)

600

|

| OPTIONS TEMPLATE 49 ‘
| REFRESH INTERVAL

(SECONDS)

FLOW REFRESH
INTERVAL (SECONDS)

60

Enforce 3-Way Handshake (Disabled due to ThreatEye Telemetry)
B Turbo
RECORDS B LiveNX Telemetry
SERVER

10.4100.125

May be an IP address, or an IP address and a port separated by & colon
B Application Performance

B Application Delay (AD), Client Network Delay (CND), Network Delay (ND), and Server Network Delay
(SND)

TCP Expert Events - Connection Lost, Connection Refused, Low Window, and Zero Window

B TCP Retransmissions

‘Web Analytics
B Basic Flow
B Include Direction Field
Include VLAN/VXLAN/MPLS
B Voice/Video Performance
B Codec, Jitter, MOS, Packet Loss

Signaling DN -

Cancel

Template Refresh Interval

* Template Refresh Interval (Seconds): Enter or select the number of seconds in which LiveWire Virtual
generates and sends IPFIX template records to LiveNX. The templates provide the instructions to
LiveNX on how to interpret the template data records in the exported LiveFlow data. The default is set
to 600 seconds (10 minutes). You can configure anywhere from 1to 1800 seconds. If you make any
changes to your template settings, it will take the specified number of seconds for the changes to take
place.

Note If you recently connected LiveWire Virtual to the network, it may take up to 600 seconds for
LiveNX to see the LiveFlow data from LiveWire Virtual. You may want to adjust this setting to the
desired intervals.

Options Template Refresh Interval

* Options Template Refresh Interval (Seconds). Enter or select the number of seconds in which LiveWire
Virtual generates and sends IPFIX option template records to LiveNX. The templates provide the
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instructions to LiveNX on how to interpret the template data records in the exported LiveFlow data. The
default is set to 600 seconds (10 minutes). You can configure anywhere from 1 to 1800 seconds. If you
make any changes to your template settings, it will take the specified number of seconds for the

changes to take place.

Note If you recently connected LiveWire Virtual to the network, it may take up to 600 seconds for
LiveNX to see the LiveFlow data from LiveWire Virtual. You may want to adjust this setting to the

desired intervals.

Flow Refresh Interval

*  Flow Refresh Interval (Seconds). Enter or select the number of seconds in which LiveWire Virtual
generates and sends IPFIX data records to LiveNX. The default is set to 600 seconds (10 minutes). You
can configure anywhere from 1 to 1800 seconds. If you make any changes to your template settings, it
will take the specified number of seconds for the changes to take place.

* Enforce 3-way Handshake: Select this option to require a 3-way handshake (SYN, SYN-ACK, ACK) for
a TCP flow in order for it to be included in processing and analyzing. If ThreatEye Telemetry is
enabled below, then Enforce 3-way Handshake is automatically disabled.

* Turbo: Select this option to enable multi-stream CTD (also called Turbo mode) which is done in the
capture template. This option will only be configurable (and enabled by default) for virtual capture
engines with the Large or Unlimited LiveFlow activation feature.

Records
* LiveNX Telemetry. Select this option to send LiveFlow telemetry to a specific LiveNX server configured
below.
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= LiveAction Omnipeek® & &admin

! Engines / Capture Engine / Captures / New Capture

# Home Captures Forensics Files Forensic Searches Events Adapters Settings Admin

Y

FLOW REFRESH &0 |
INTERVAL (SECONDS)

|
Enforce 3-Way Handshake (Disabled due to ThreatEye Telemetry)

B Turbo

RECORDS [ LiveNX Telemetry
SERVER

10.4100.125

May be an IP address. or an IP address and a port separated by a colon
B Application Performance

B Application Delay (AD), Client Netwark Delay (CND), Network Delay (ND), and Server Network Delay
(SND)

TCP Expert Events - Connection Lost, Connection Refused, Low Window, and Zero Window
B TCP Retransmissions
Web Analytics
B Basic Flow
B Include Direction Field
Include VLAN/VXLAN/MPLS
[ Voice/Video Performance
B Codec, Jitter, MOS, Packet Loss
Signaling DN

B ThreatEye Telemetry

Cancel

* Server Displays the IP address of the LiveNX server receiving the LiveFlow data from LiveWire
Virtual. To change the IP address, enter the IP address of the desired LiveNX server.

* Application Performance: Select this option to generate AVC IPFIX records.

* Application Delay (AD), Client Network Delay (CND), Network Delay (ND), and Server Network
Delay (SND): Select this option to perform and report latency analysis when AVC IPFIX records
are generated.

* TCP Expert Events -Connection Lost, Connection Refused, Low Window, and Zero Window:.
Select this option to perform TCP quality analysis (Expert) when AVC IPFIX records are
generated.

* TCP Retransmissions: Select this option to perform TCP retransmission analysis (Expert) when
AVC IPFIX records are generated.

*  Web Analytics: Select this option to perform web analytics when AVC IPFIX records are
generated.
* Decrypt Packets. Select this option to perform decryption on HTTPS packets when Web
Analytics is enabled.

* Basic Flow: Select this option to generate FNF IPFIX records.
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* Include Direction Field: Select this option to send the ‘flowDirection’ key in unidirectional IPFIX
records indicating the flow direction (O for ingress, 1 for egress).

* Include VLAN/VXLAN/MPLS: Select this option to perform MPLS, VLAN, and VXLAN analysis when
AVC, FNF, or MediaNet IPFIX records are generated.

*  Voice/Video Performance: Select this option to generate MediaNet IPFIX records.

* Codec, Jitter, MOS, Packet Loss: Select this option perform RTP analysis when MediaNet IPFIX
records are generated.

* Signaling DN: Select this option to generate Signaling DN IPFIX records when MediaNet IPFIX
records are generated.

* ThreatEye Telemetry. Select this option to send LiveFlow telemetry to a specific ThreatEye host
configured below.

= LiveAction Omnipeek® £ - & admin

Engines / Capture Engine / Captures / New Capture

# Home Captures Forensics Files Forensic Searches Events Adapters Settings Admin
Include VLAN/VXLAN/MPLS -
B Vvoice/Video Performance
B Codec, Jitter, MOS, Packet Loss

Signaling DN

B ThreatEye Telemetry
HOST

hitps

URI

[threateye/’

Byte Distribution and Entropy Analysis

ROUTERMAPPINGS |, . o o

Add Router Map

LIVENX SNMP When adding a LiveFlow device to LiveNX from the LiveNX Add Device dialog, configure the ‘Enter SNMP
CONFIGURATION connection settings for this device’ option as follows:

SNMP VERSION Version 3
USER NAME admin
AUTHENTICATION PROTOCOL SHA
AUTHENTICATION PASSWORD Ys2Q5Xxu7g3gUoHxfUFifqiXSXjd2tke Iy
PRIVACY PROTOCOL AES 128-bit
PRIVACY PASSWORD x3Fmpv90plsnk0Qg3rH25BKBd66fxzSK I

-

Filters (Accent all nackets) A

ca ncel n

* Host The Host (together with the URI) specifies the location of the ThreatEye analyzer and indicates
where to send ThreatEye telemetry. The Hostis provided by LiveAction and is made available as
part of the licensing process. The Host must be configured if ThreatEye Telemetry is enabled.
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* URI The URI (together with the Host) specifies the location of the ThreatEye analyzer and indicates
where to send ThreatEye telemetry. The URIis provided by LiveAction and is made available as part
of the licensing process. The URI must be configured if ThreatEye Telemetry is enabled.

* Byte Distribution and Entropy Analysis: Select this option to enable the collection of byte
distribution and entropy analysis metadata for Encrypted Traffic Analysis (ETA). This data is used to
identify malware communications in encrypted traffic.

Note You mustenable a LiveNX Telemetry and/or ThreatEye Telemetry record type; otherwise, the
OK button is disabled.

Router Mappings

* Router Mappings: Router mappings are used exclusively when you are exporting LiveFlow data to
LiveNX, and are used by LiveNX to display aggregated traffic from different segments as separate
interfaces per the router map entries you enter in the Router Mappings settings.

= LiveAction Omnipeek® £ - & admin

Engines / Capture Engine / Captures / New Capture

# Home Captures Forensics Files Forensic Searches Events Adapters Settings Admin
Include VLAN/VXLAN/MPLS -
B Voice/Video Performance
B Codec, Jitter, MOS, Packet Loss
Signaling DN
B ThreatEye Telemetry
HOST

hitps

URI

[threateye/’

Byte Distribution and Entropy Analysis

ROUTERMAPPINGS |, . o o

Add Router Map

LIVENX SNMP When adding a LiveFlow device to LiveNX from the LiveNX Add Device dialog, configure the ‘Enter SNMP
CONFIGURATION connection settings for this device’ option as follows:

SNMP VERSION Version 3
USER NAME admin
AUTHENTICATION PROTOCOL SHA
AUTHENTICATION PASSWORD Ys2Q5Xxu7g3gUoHxfUFifqiXSXjd2tke [Ify
PRIVACY PROTOCOL AES 128-bit
PRIVACY PASSWORD x3Fmpv90plsnk0Qg3rH25BKBd66fxzSK I

-
A

ca ncel n

Filters (Accent all nackets)

To add a router map entry for any adapter, you will need to specify an interface name (ifname) and a
MAC address of the gateway or router separated by a forward slash (e.g., router_1/22:33:44:55:66:77). The
interface name can be up to 15 characters, and can include letters, numbers, and underscores. This will
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tell LiveNX to display aggregated traffic from different segments as separate interfaces per the router
map entries.

To find the MAC address of the gateway or router, the CLI can be used; otherwise, capture some traffic,
or do a Forensics search and look at the Nodes view in hierarchical mode. The top level addresses
should be the MAC addresses of the gateways and routers for each segment being captured.

Note Although the CLI may display the MAC address using the abbreviated dot notation, the address
must be formatted in full colon notation in the LiveWire Router Mapping entry dialog.

* Interface Name: Displays the interface name of the router. All interface names must be unique,
must not be empty, must not be more than 15 characters long, and may only include the following
characters: numbers, letters and an underscore (_).

* MAC: Displays the MAC address of the router. ALl MAC addresses must be unique and must be a
valid MAC address.

* Add Router Map: Click to add a new router mapping. You can add an unlimited number of router
mappings.
LiveNX SNMP Configuration

* LiveNX SNMP Configuration: For each LiveWire Virtual device that you want to use with LiveNX, you
must use the Web client in LiveNX to add the device to LiveNX (see the LiveNX documentation). Since
you are most likely adding LiveWire Virtual as an SNMP device to LiveNX, you will need the information
provided below when adding the LiveWire Virtual device.
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= LiveAction Omnipeek® £ - & admin

Engines / Capture Engine / Captures / New Capture

# Home Captures Forensics Files Forensic Searches Events Adapters Settings Admin

Include VLAN/VXLAN/MPLS
B Vvoice/Video Performance
B Codec, Jitter, MOS, Packet Loss
Signaling DN
B ThreatEye Telemetry
HOST
https
URI

[threateye/

Byte Distribution and Entropy Analysis

ROUTERMAPPINGS |, . o o

Add Router Map

LIVENX SNMP When adding a LiveFlow device to LiveNX from the LiveNX Add Device dialog, configure the ‘Enter SNMP
CONFIGURATION connection settings for this device’ option as follows:

SNMP VERSION Version 3
USER NAME admin
AUTHENTICATION PROTOCOL SHA
AUTHENTICATION PASSWORD Ys2Q5Xxu7g3gUoHxfUFifqiXSXjd2tke Iy
PRIVACY PROTOCOL AES 128-bit
PRIVACY PASSWORD x3Fmpv90plsnk0Qa3rH25BKBd66fxzSK I

Filters (Accent all nackets) v

A

ca ncel n

When configuring the 'Enter SNMP connection settings for this device' option from the Add Device
dialog in LiveNX client, configure the option as follows:

SNMP Version: Version 3

User Name: admin

Authentication Protocol: SHA

Authentication Password: Ys2Q5Xxu7g3gUoHxfUFifqiXSXjd2tkc
Privacy Protocol: AES 128-bit

Privacy Password: x3Fmpv9Oplsnk0Qg3rH25BKBd66fxzSK

Note You can configure and change the Authentication Password and Privacy Password. See 'SNMP
Credentials’ in Configure on page 51.
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Filters

The Filters settings let you enable or disable filters used when capturing packets or opening packet files.
Select the filters you want to enable and then click Accept Matching Any, Accept Matching All, or Reject
Matching.

= LiveAction Omnipeek® £ - & admn

Engines / Capture Engine / Captures / New Capture

# Home Captures Forensics Files Forensic Searches Events Adapters Settings Admin

USER NAME admin -
AUTHENTICATION PROTOCOL SHA
AUTHENTICATION PASSWORD Ys205Xxu7g3gUoHxfUFifqiXSXjd2tke Iy
PRIVACY PROTOCOL AES 128-bit
PRIVACY PASSWORD x3Fmpv30plsnk0Qg3rH25BKBd66fxzSK Iy

Filters v

Accept all packets Manage

© Accept matching any
Accept matching all
Reject matching
» [ Infrastructure (13) -
> [ Security (16)
> [ Wireless (48)
ARP

Authentication

BitTorrent

Broadcast

DHCP

DNS

Error -
Enable All Disable All

-

* Accept Matching Any: When you choose Accept Matching Any, only those packets which match the
parameters of at least one of the enabled filters are placed into the capture buffer.

* Accept Matching All: When you choose Accept Matching All, only those packets which match the
parameters of all the enabled filters are placed into the capture buffer.

* Reject Matching: When you choose Reject Matching, only those packets which do not match any of the
enabled filters are placed into the capture buffer.

* Enable All: Click to enable all filters.
* Disable All: Click to disable all filters.

Recommendations for better performance at higher data rates

* At high data rates the capture file can roll over multiple times every second. For higher data rates, the
File Size should be increased. This will decrease how often the capture file has to be rolled over, and
indirectly increase the performance.
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* Forensic Searches use the same partition as the capture files, so leave some disk space available for the
Forensic Search. Typically, 10-20 GB is sufficient, but the right setting will depend on the size of the
forensic searches, and how many there are.

* Packet File Indexing is used to potentially increase Forensic Search performance when relevant filters
are used. However, packet file indexing also decreases capture performance and can take a
considerable amount of disk space.

* The file size and file indexes are related in that the smaller the file size the more packet indexes there
will be. When there are more addresses, this can lead to large index files. A larger file size will generate
fewer indexes.

An example of using LiveWire Virtual, LiveNX, and Omnipeek

Aweb-based version of LiveAction’s Omnipeek Network Analysis Software is available from LiveNX. You can
easily start and use Omnipeek whenever you identify an interesting alert or flow in LiveNX that needs fur-
ther investigation and you want to analyze the packet level details more closely in Omnipeek.

Note Omnipeek can be used independently of LiveNX, directly from the LiveWire Virtual appliance
by entering the IP address of the LiveWire Virtual appliance into a web browser.

For example, a user on your network experiences poor call quality during a portion of their teleconference
meeting. Since you have LiveNX and are populating it with both NetFlow from infrastructure routers as well
as LiveFlow from LiveWire Virtual appliance, you can visualize any flow, including this teleconference call,
from end to end.

Since the user did not want to disrupt their meeting to report the issue, you find out after the call has
ended that the user experienced problems. Based on the user’s information, you can quickly find the flow
in LiveNX and see critical metrics regarding the call, including jitter and latency. The screen below shows
alerts generated by LiveFlow sent from LiveWire Virtual.

You also notice that an alert was triggered for excessive delay. This alert confirms the user’s report, but
you'd like to dig in even deeper to perform a root cause analysis of the issue. The best way to do this is with
the network packets themselves, and since this call was captured by a LiveWire Virtual appliance you can
simply click the ‘Peek’ button with the alert and immediately see all of the network packets for that tele-
conference session.
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SEVERITY

A Critical
A critical
A Critical
A critical
A Critical
A criveal
A critcal
A al
A Critical
A critical
A crveal
A critical

Refresh alerts

DESCRIPTION

& Network Delay Per

STATUS & TME
Status

Time opened
Active for

TIME OPENED

souRCE INFD
22 May 2019, 118 Bavicss
Conversation
22 May 2019, 114
DESCRIPTION
vewine-001 had 559.00 m

eTans

Device:

Application Name:

Initial Average Network
Flow Delay:

Latest Aversge Network
Flow Detay:

CROES LAUWCH

Packel Inspection

‘Pe

Connection

22 May 2019, 11:35aM

8 fow seconds

s network delay for the application ss

559.00 ms

559.00 ms

ek’ button

When the Peek button is clicked to cross-launch to packets, a new tab will open in the browser, and a
Forensic Search dialog will appear with various options. This allows you to perform detailed analysis on the
callin Omnipeek and determine exactly when the jitter was bad, and correlate that with other activity on

the network, to determine the root cause.

FORENSIC SEARCH

NAME

LiveFlow Capture
START TIME

2021-09-17 12:04:29.681
END TIME

2021-09-17 12:04:55.796

DURATION 26.115
PACKETS ~35

FILTER

T Enter a filter expression

AMNALYSIS & QUTPUT

B Analysis Modules £

Application Statistics

B Compass

Country Statistics

B Error Statistics

Events

B Expert &

Graphs £

B Network Statistics

Node Detail Statistics | &

B Node Statistics €

Packets

B Passive Name Resolution

Protocol Statistics £

B sSize Statistics

Summary Statistics

B Traffic History Statistics

B Voice & Video &
Wireless Channel Statistics
Wireless Node Statistics

Enable Al Disable All Presets =

The default filter in the Forensic Search dialog includes the source and destination IP addresses of the flow.
The filter can be changed to include more packets in the result, providing insight into what other traffic may
be related or affecting the quality of the flow in question.

The time range can be adjusted to include more (or less) packets. This can work in conjunction with the fil-
ter, which when widened, will include more packets from the other flows between the source and destina-

tion IP.
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The Analysis & Output options are used to include more or less analysis. The less analysis, the faster the
forensic search will be. For example, if all you want are the packets, to load into Omnipeek, then just enable
the packets option. Multiple forensic searches can be performed at the same time, and left running for oth-
ers to use collaboratively. Keep in mind that a forensic search exists on the appliance, using memory and
hard disk. When you are done using a forensic search it should be deleted.

The screen below shows various analysis views in Omnipeek which are good places to start understanding
the problem as well as drill-down to the packets view.

= LiveAction Omnipeek*
Engines / Capture Engine / Forensic Searches / LiveFlow Capture / Compass
#Home Captures Forensics Files Forensic Searches Events Adapters Settings Admin
[
# Home Compass e~ Soccthutes | SaessaTempte -
Dashboard
Network averge v | Bytes v B v DRccombnea v Uncnecal Resat ||+ Smin =
Appication
ppications oo
| voice &vizeo
Compass . 30000
g
R - Capture & 20000
= LiveAction Omnipeek Packets 8
2
Engines / Capture Engine / Forensic Searches / LiveFlow Capture / Packets Events < 10,000
#Home Captures Forensics Fes Forensic Searches Events Adapters Setings [lRtunsly o
Clients/Servers 19:0929 20:0929 210929 220929 230929 240929 010929 020929 030929 04:0929 050929 06:0929 070929 08:1429
# Home | Fiows TIME RANGE 12:1000.000
Dashboard | Awplications < il 1 .
Event Summary [y ) ) ! i
| e 20629 929 161429 031929 162629 090429
Lz, " n Avi (1.022) HTTPS (35,658) DNS (423) DHCP (346) SMB (286)
ﬁ Voice & Video W Average . ¢ ) m ¢4z = (345) m (286)
110419260 104100151 | e
= | Live/cti i 2104100151 10419260 | ja . —
LiveAction Omnipeek e | mea s = BoI%
Engines / Capture Engine / Forensic Searches / LiveFlowCa P21 310410260 104100151 | Vvisuals
Events 4104100151 10.4.192.60 Peer Maj
#Home Captures Forensics Files Forensic Searches Evil | 2 () OGS S
— Expert 510419260 10.4.100.151 | Graphs DNS o
# Home Peer Map Nodes: 24 e 6104100151 10419260 Statistics. B DHer 46 0
Dashboard . 7 104100151 10419260 | summary g e 26 p
Nod
Network 8104100151 10.419260 | p“fs NTP 185 0
Applcations Event Lo 9104100151 10419260 2 0116310 HTTPS s Sto- 4430516197,
[oees e 2 peics Video; © 50 OF 80 44 AB D1 0 50 56 AD 75 60 @8 00
Compass e v o 5w B
7 & 0408 09 87 40 00 40 06 F3 20 04 04 64 57 04 04
Capture - 2| Media 0x00000000 32 CO3C 01 BB F1 AR 20 67 7A E9 15 52 AA 4A 50 18
Packets Visuals 0x00000000 FB 2C B3 00 00 17 @3 03 04 AB 80 61 F5 £@ 99
[ A PeerMap 1258 2 80 5E 76 53 2E 44 4E 1A 00 CB 76 03 A9 66 F9
- 12:04:20.793485785 09/17/2021 3 55 0A 64 84 71,09 39 14 £0 15 76 58 F1 8A 7
Expert - A D BD 9E 1F 52 37 C4 9D A9 AS EB €7 8D 8E 30 D 83
Clients/Servers Statistics 50:0F:80:44:48:01 Cisc 2 157578 C5 37 €8 £D 29 83 A8 7 C0 29 A1 7E 29
. 5 — 126 EE 88 6C %A 61 0C 55 CA 48 23 0 89 20 7E C& 13
o o 144 C27114 FC 45 73 9118 C3 29 CB 47 89 72 4F 35 .
Applications. — 160 95 EF 6B 5104 62 64 CE 0D (D 21 88 9A 2C 58 95 .. .
Event Summary
EventLog
Voice & Video {
cals
Media ®
5200
Visuals ./
PeerMap
Graohs
Statistics
Summary
Noa
(odes <
Protocoss

The screen below shows the Packets view in Omnipeek which displays the list of packets and various other
details about them, including the Experts, decode, and Hex view for each one.
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= LiveAction Omnipeek®

Engines / Capture Engine / Forensic Searches / LiveFlow Capfi

# Home Captures Forensics Files Forensic Searches FEvents Adapters Setfings Admin

A Home Packets (35) € > || 7 Go Select ES =
Dashboard T Enter a filter expression Apply

Network

Applications

PACKET SOURCE DESTINATION FLOWID SIZE RELATIVE TIME PROTOCOL APPLICATION SUMMARY EXPERT -

Voice & Video

Compass 1 10.4192.60 10.4.100.151 1 785 0.114097 HTTPS SsL Src=61866,Dst=_.. -
Capture 2 10.4.100.151 10.4.192.60 1 64 0.114130 HTTPS SSL Src= 443, Dst=6...

Packets 3 10.4.192.60 10.4.100.151 2z 774 0116326 HTTPS SSL Src=61977 Dst=_.

EE 410.4.100.151 10.4.192.60 2 64 0.116344 HTTPS SSL Src= 443 Dst=6...
Expert 5 10.4.192.60 10.4.100.151 3 785 0.116359 HTTPS SsL Src=62298 Dst=__

Clients/Servers

: 6 10.4100.151 10.4.192.60 3 T4 0.117421 HTTPS SsL Src= 443 Dst=6_.

Flows

Applications L] 7 104100151 10.4.192.60 11258 0.117844 HTTPS SsL Src= 443 Dst=6...

Event Summary 8 10.4.100.151 10.4.192.60 2 1424 0.118300 HTTPS ssL Src= 443 Dst=6...

Event Log 9 10.4100.151 10.4.192.60 2 13 0.118310 HTTPS SsL Src= 443 Dst=6... -
Voice & Video N N
Calls w Packet Info v @ 58 @F 38 44 AB D1 @@ 58 56 AD 75 68 85 8@ 45 08 . .

i Packet Number: 7 15 @4 DS @9 87 40 90 48 86 F3 BD @A @4 64 97 BA 84
Flags: x08008200 32 €@ 3C @1 BB F1 AA 2@ 67 7A E9 15 52 AA 44 58 18  .<.
Visuals Status: 2x20000200 43 @@ FB 2C BS 90 20 17 @3 83 @4 AB 8@ 61 F5 E@ 99 ..,
Peer Map Packet Length: 1258 54 B2 B@ 5E 76 53 2F 44 4E 1A @9 (B 78 83 A9 66 F3  .."
Graphs Timestamp: 12:84:29,799485786 89/17,/2821 32 B3 5F DA 6A 84 71 @9 39 14 AD 15 7E 5B F1 BA 87  ._.
w Ethernet Type 2 95 BD 9E 1F 52 37 C4 9D A9 AS EB @7 8D 8E 3D (D 83 ...
Statistics Destination: 50:0F:88:44:48:01 Cisco:44:48: 112 15 75 78 €5 37 EB ED 29 83 AB F7 €@ 29 A1 7E 29  .u{
Summary Source: 80:50:56:4D:75:68 AD:75 125 EE 88 OC 84 61 DC 55 CA 48 23 3D B9 2@ 7E (4 13 ...
Modes Protocol Type: @x@88@ Internet Protocol versi 144 C2 71 14 FC 45 73 91 18 C3 29 (B 47 89 72 4F 35 .g.
Protocels “w IP Version 4 Header - Internet Protocol Datagram 12 95 EF 6B 81 84 62 64 CE @D CD 21 83 94 2C 58 95 £l
P — Version: 4 [14 Mask exre] 176 D5 CE 3@ 15 4C 81 69 BA A7 F4 DC CC FE 72 @C €6 ..€

£ Header Length: 5 (2@bytes) [14 Mask ©X8F] » 192 13 45 79 C4 @1 C4 F7 4B BE BB 16 5A B3 F4 D2 1C  .Ey .

Countries . - - . R | N
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About Capture Engine

Pre-installed on LiveWire Virtual, Capture Engine captures and analyzes network traffic in real time and
records that traffic for post-capture analysis. With Capture Engine, network engineering teams can monitor
distributed networks remotely and quickly identify and remedy performance bottlenecks without leaving
the office.

Capture Engine works in conjunction with Omnipeek, a separate software program required for the moni-
toring and analysis of the packets captured remotely by . For more information on how to view and analyze
remote captures from within the Omnipeek console, please see Using Capture Engines with Omnipeek on
page 117, and also the Omnipeek User Guide or Omnipeek online help.

Using the Capture Engine Manager

The Capture Engine Manager is installed by default when you install Omnipeek. You can run the Capture
Engine Manager from the Omnipeek computer to do the following:

* Update and configure the Capture Engine on

* Display the status and configuration of Capture Engines

* Update settings for filters, alarms, remote graph templates, and capture templates
* Distribute security settings to all Capture Engines running within the same domain
*  View the Audit log

Navigating the Capture Engine Manager window

To start the Capture Engine Manager from the Omnipeek computer:

* Choose Start > All Programs > LiveAction > LiveAction Capture Engine Manager for Omnipeek. The Capture
Engine Manager appears.

* On the Start menu, click LiveAction Capture Engine Manager for Omnipeek. The Capture Engine Manager
appears.

The parts of the Capture Engine Manager window are described below.

iy Capture Engine Manager - Engines.ame e

i File Edit View Window Help
Toolbar —H: &1 K /S|l o s @ X | s 5 | » Configure Fngine ) Restart Fnaine | 4 Update Settings ) Update Software &5 Update ACL | @)
Workspace %

There are no items to show in

this view
Workspace _||

Capture
Engine
Details
Window

Log
[10/12/2016 15:18:18] Capture Engine Manager
[10/12/2016 15:18:19] Opened from C:iUsersirg g\App! 9 i ines.omc

Log

* Toolbar: The toolbar allows you to control the following program functions:

About Capture Engine 100



LiveWire Virtual User Guide

View Delete Configure Engine Update Software
Open Connect Update Settings
‘ Insert |Gr°“p ‘ Disconnec ReS|tart Engine ‘ Update ACL
| |
[ Qj H || I | ) | ﬂ.‘h ﬂ '_;) * | i )\' | s Configlule Engine J Restart Enlgine | ,*J Update SeJﬂings 7, UpdateISt)ﬂwale fﬁ Ulmate.ﬂcl. | 'Q}]
‘ discover |
Save ‘ nsert Help Topics
View Log

Open: Click to open a Capture Engine Manager Workspace (*.omc) file.

Note Opening a Capture Engine Manager Workspace (*.omc) file other than the engines.omc default

file (located in C:\Users\<username>\AppData\Roaming\LiveAction\Omnipeek), will no longer
synchronize the list of Capture Engines displayed in Omnipeek and Capture Engine Manager.

Save: Click to save the Capture Engine Manager Workspace (*.omc) file.
View Workspace: Click to hide/show the Workspace pane.

View Log Window: Click to hide/show the Log pane.

Insert Group: Click to insert a new Capture Engine group.

Insert; Click to insert a new Capture Engine.

Discover: Click to discover Capture Engines via UDP multicast. See Discover Capture Engines on
page 105.

Delete: Click to delete the selected Capture Engine group or single Capture Engine.

Connect Click to display the Connect dialog, allowing you to connect to the selected Capture
Engine. See Connecting to a Capture Engine on page 102.

Disconnect Click to disconnect the Capture Engine Manager from the Capture Engine displayed in
the active window.

Configure Engine: Click to start the Capture Engine Configuration Wizard to configure the Capture
Engine. See Configuring a Capture Engine on page 106.

Restart Engine: Click to restart the Capture Engine. See Reconnect button on page 105.

Update Settings: Click to update the settings for Filters, Alarms, or Graphs for the Capture Engine. See
Updating Capture Engine settings on page 111.

Update Software: Click to update the Capture Engine software for one or more Capture Engines
using the Update Service.

Update ACL: Click to distribute a single Access Control List (ACL) to multiple Capture Engines
running on machines belonging to the same Domain. See Updating Capture Engine ACL settings
on page 112.

Help Topics: Click to display online help for the Capture Engine Manager application.

Workspace: This area displays the list of currently defined Capture Engines. Both Omnipeek and

Capture Engine manager maintain the same list of Capture Engines. Making a change in either program
automatically updates the list in the other program.

Note Right-click inside the Workspace to display a context-menu with additional options for

displaying the list of Capture Engines; inserting and discovering Capture Engines; editing,
deleting, or renaming Capture Engines; connecting and disconnecting Capture Engines;
forgetting all passwords; and importing and exporting Capture Engines.

Navigating the Capture Engine Manager window

101



LiveWire Virtual User Guide

* Capture Engine Details window: This area displays the details and tabbed views for the Capture Engine.
Each Capture Engine window can also have an Analysis Modules and Audit Log view, in addition to Status,
Filters, Alarms, and Graphs views. Double-click any Capture Engine in the Workspace to view the details
for that Capture Engine.

* Log: This area shows the messages sent to the Log file, including program start and the status of update
tasks.

* You can right-click inside the log to save, copy, or clear the contents of the Log file.

* Choose File > Save log to save the Log file as a text file.

Tip You can float the Workspace and Log panes, or drag either to dock it in a different location. To
toggle between floating and docking, double-click the title bar of the window.

Creating new engine groups

You can organize Capture Engines in groups or add single Capture Engines one at a time to the Workspace.
To create a new group in the Workspace:

1. Select the location in the Workspace under which the new group should appear.

2. Click Insert Group in the toolbar.

The new group appears with its default name (New Group) ready to edit.

Tip To change the name of a group in a Workspace file, right-click and choose Rename.

r B
ﬂ; Capture Engine Manager - Engines.omc l =|E éj
i File Edit View Window Help

P ||| o @ X | s b | e Confioure Engine ) Restart Engine | ¢ Update Settings ) Update Software &5 Update ACL | @)

Warkspace
[J New Group

Log
[10/12:2016 15:18:18] Capture Engine Manager
[10/12/2016 15:18:19] Opened workspace from C:\User

Connecting to a Capture Engine

You can connect to a Capture Engine and add it to the Workspace.

To add a Capture Engine to the Workspace:

1. Select the location in the Workspace under which the new Capture Engine should appear.

2. Click Insert Engine. The Insert Engine dialog appears.
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Insert Engine @
Engine
=) Host: v
la‘ Port: 6357 =
Credentials
g'ﬂ Domain:
; Username: |
Password:
Save my password
[ Connect ] [ Cancel ] [ Help

3. Complete the dialog:

* Host: Enter the IP address or DNS name of the engine that you want to connect to.

*  Port: Enter the TCP/IP Port used for communications. The default port is 6367.

*  Domain: Type the Domain for the Capture Engine. If the Capture Engine is not a member of any

Domain, leave this field blank.
* Username: Type the Username for login to the Capture Engine.

*  Password: Type the Password for login to the Capture Engine.

Note
log in using the current Windows login credentials.

If you leave the Username and Password fields blank, the Capture Engine Manager attempts to

Click Connect. When the connection is established, the Capture Engine is added to the Workspace and

its Capture Engine window is displayed showing details for that Capture Engine. See Capture Engine

details windows on page 104.

-
&y Capture Engine Manager - Engines.omc =

i File Edit View Window Help

b ||| | ik s ) ¥ | o 3¢ | » ConfigureEngine ] Restart Engine | . Update Settings | Update Software L3 Update ACL | @)
Warkspace oxpd Capture Engine x}

4 ] West Coast 4 Status | Filters | Alarms  Graphs | Analysis Modules | Auditlog | Connected Users |

ﬁ Capture Engine -
Capture Engine

I
3

MName: Capture Engine
Host Name:
Address:
User:

Engine Type:
Version:

omnipliance

10.4.2.53:6367

root

Omnipliance

10.0 (build 10.0.0.16)

10/12/2016 14:25:03

GMT-07:00

5d 3:07:58

uUbuntu 14.04 LTS

Memory: 3,953 MB Total Phys; 2,418 MB Avail Phys

CPU Type: Intel(R) Xeon(R) CPU E5-2630 v2 @ 2.60GHz
CPU Count: 2

Capture Storage:

Data Folder:

Engine Local Time:
Time Zone:
Uptime:

Operating System:

163 GB Total; 164 GB Avail
Jvar/lib/fomni/data/

Update Service: Notinstalled
Captures
Name Status Duration Adapter Owner
root (root) - Capture 1 Capturing Sd 0:59:40 ethi root
root (root) - Capture 2 Capturing Sd 0:48:36 eth0 root
Adapters
Title Description Address Speed
eth0 00:0C:29:66:52:C8 1,000 Mbits/s
ethl 00:0C:29:66:52:D2 1,000 Mbits/s
eth2 00:0C:29:66:52:DC 1,000 Mbits/s
eth3 00:0C:29:66:52:E6 1,000 Mbits/s
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Note When you close the Capture Engine Manager window, you are automatically disconnected from
any Capture Engine displayed in the Capture Engine Manager. When you start the Capture
Engine Manager again, all Capture Engines are in a disconnected state. You will need to
reconnect to any Capture Engine that you want to configure or update.

Capture Engine details windows

A Capture Engine details window displays status information about the Capture Engine and lists the filter,
alarm, and graph settings that can be distributed from the Capture Engine to other Capture Engines using
the Capture Engine Manager. A Capture Engine details window can have the following tabs: Status, Filters,
Alarms, Graphs, Analysis Modules, and Audit Log and Connected Users.

4. Status r Filters r

Capture Engine

Name:

Host Name:
Address:

User:

Engine Type:
Version:

Engine Local Time:
Time Zone:
Uptime:

Operating System:
Memeory:

CPU Type:

CPU Count:

Alarms. r Graphs r Analysis Modules r Audit Log. r Connected Users ]

Capture Engine

omnipliance

10.4.2.53:6367

root

Omnipliance

10.0 (build 10.0.0.16)

10/12/2016 14:25:03

GMT-07:00

5d 3:07:58

Ubuntu 14.04 LTS

3,953 MB Total Phys; 2,418 MB Avail Phys
Intel(R) Xeon(R) CPU E5-2630 v2 @ 2.60GHz
2

Capture Storage:
Data Folder:
Update Service:

168 GB Total; 164 GB Awvail
[var/libfomni/data/
Mot installed

Captures

Name Status Duration Owner

5d 0:59:40
5d 0:48:36

Adapter
ethi
etho

root (root) - Capture 1 Capturing root

root (root) - Capture 2 Capturing root

Adapters

Title
etho
eth1
eth2
eth3

Address
00:0C:29:66:52:C8
00:0C:29:66:52:D2
00:0C:29:66:52:DC
00:0C:29:66:52:E6

Description Speed

1,000 Mbits/s
1,000 Mbits/s
1,000 Mbits/s
1,000 Mbits/s

The Status tab displays details about the connected Capture Engine. It includes the Name, IP Address
and Port configured for the Capture Engine, User, product and file Version for the Capture Engine, and
whether or not the Update Service is running.

Captures: Shows all the captures defined for the Capture Engine, including the Name, Status
(Capturing or Idle), Duration, Adapter it is using, and the Owner.

Adapters: Shows all the adapters available to the Capture Engine, including the Title, Description,
physical Address, and the network Speed.

Tip To print the Status tab of a Capture Engine window, make it the active window and choose File >
Print....

The Filters tab lists all the filters defined for the Capture Engine
The Graphs tab lists all the remote graph templates defined for the Capture Engine

The Analysis Modules tab displays summary information about each analysis module installed on the
Capture Engine

The Audit Log tab lists all available information regarding events taking place on the Capture Engine. You
can go to the first and last page of the log, and you can search the log.
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* The Connected Users tab lists all users currently connected to the Capture Engine. Click Refresh to refresh
the list.

You can distribute settings from the Filters, Alarms, and Graphs tabs to other Capture Engines. For details, see
Updating Capture Engine settings on page 111.

Discover Capture Engines

When you click Discover in the toolbar, the Discover Engines dialog appears. This dialog lets you search for
Capture Engines installed on the local segment of your network. You can then insert one or more of the
Capture Engines that are found into the Workspace.

To discover Capture Engines:

1. Click Discover in the toolbar. The Discover Engines dialog appears.

Discover Engines li—:hj

Engines:

Name Address Port

Listen for 4 = seconds

Ready

l OK I { Cancel J I Help ]

* Engines: Displays the Capture Engines found on the local segment of your network.

* Discover: Click to search for Capture Engines installed on the local segment of your network. The
status message will change from Listening... to Finished when all network-available Capture Engines
are discovered.

* Listen time: Enter the number of seconds that the Capture Engine Manager will listen for responses
to the discovery request. You can enter a minimum of 2 and a maximum of 60 seconds.

2. Click Discover on the dialog. All Capture Engines found on the local segment of your network are
displayed in the Engines list.

3. Discovered Capture Engines have the check box next to their name selected. Clear the check boxes of
the Capture Engines that you do not want to add to the Workspace and click OK. Only the selected
Capture Engines are added to the Workspace.

Tip Right-click in the Engines pane of the Discover Engines dialog and select Uncheck all to deselect
all Capture Engines.

Reconnect button

To reconnect to a Capture Engine listed in the Workspace:
1. Open the Status tab of the Capture Engine window for the desired Capture Engine.

2. Click Reconnect.

This engine is disconnected: Reconnect

Capture Engine

Name: Capture Engine
Address: 10.4.2.53:6367
User: root

Captures
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When you click Reconnect, the Capture Engine Manager applies the most recently used login information
for the selected Capture Engine.

Note If you wishto login under a different Username, or if the configuration for the IP address and/or
port have changed since your last login in the same session, you must use the Connect dialog
directly. See Connecting to a Capture Engine on page 102.

Configuring a Capture Engine

To configure a Capture Engine, you must use the Capture Engine Configuration Wizard of the Capture Engine
Manager.

Note The Capture Engine Configuration Wizard of the Capture Engine Manager also appears when you
first install a Capture Engine and are prompted to configure it.

To configure a Capture Engine from the Omnipeek computer:

1. Choose Start > All Programs > LiveAction > LiveAction Capture Engine Manager for Omnipeek. The Capture
Engine Manager window appears.

2. Connectto a Capture Engine in the Workspace (see Connecting to a Capture Engine on page 102) and
click Configure Engine in the toolbar. The Capture Engine Configuration Wizard appears.

Capture Engine Configuration Wizard I@

Welcome to the Capture Engine
Configuration Wizard

Use this wizard to configure an engine over a TCP/IP
network.

[ Next > ][ Cancel ] [ Help ]

3. Click Next. The General view of the Capture Engine Configuration Wizard appears.

4. Configure the settings in the General, Security, and Edit Access Control views. See Engine Configuration—
General on page 106, Engine Configuration—Security on page 107, and Engine Configuration—Edit
Access Control on page 109.

5. When prompted, click Yes to send the configuration changes to the Capture Engine. The configuration
changes won't take effect until the Capture Engine is restarted.

Engine Configuration—General

The General view of the Capture Engine Configuration Wizard lets you configure the name, address, capture
restart, local disk use, and log settings for the Capture Engine.
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Capture Engine Configuration Wizard Léj

General
Configure network settings

Identity

Name: Capture Engine

Network

IP address used to communicate with this Engine
Enable AutoDiscovery Use any available IP address

1P address: | 0.0.0.0 Port: 63567
Maximum concurrent connections: 100 =

Settings
Automatically restart captures

Data folder: fvar)libfomnifdata/ Erowse...

Log max: 200000 | records Log adjust: 100000 | records

I < Back “ Next > ]I Cancel J I Help J

* Name: Type a name for the Capture Engine. This name appears in the Capture Engines window in
Omnipeek.

* Enable AutoDiscovery: Select this check box to enable the Capture Engine to respond to autodiscovery
requests which arrive from the Capture Engine Manager.

* Use any available IP address: Select this check box to accept communications on any and all IP
addresses assigned to the computer on which the Capture Engine is installed.

* [P address: Select the IP address used to communicate with the Capture Engine. The Capture Engine
will respond to communications only on that address. This option is not available when Use any
available IP address is selected.

* Port: Type a port used for communications. The default port is 6367.

*  Maximum concurrent connections: Type or select the maximum number of concurrent Omnipeek
connections allowed for the Capture Engine.

* Automatically restart captures: Select this check box to automatically restart captures whenever the
Capture Engine restarts. When enabled, the Capture Engine remembers any capture (active or idle)
defined for it, and restores the capture whenever the Capture Engine itself is restarted.

* Data folder: Type or browse to the location for the data folder. The Capture Engine uses this location to
store packet files created when the Capture to Disk option is used. The contents of the data folder
appear in the Files tab of the Omnipeek Capture Engines window.

* Log max:Select or enter the maximum number of records in the application log. These are the log
records you see in the Capture Engine log view. You can enter a range between 100,000 to 100,000,000
records (do not include commas). The default is 200000.

* Log adjust: Select or enter the number of application log records that are deleted (the oldest records
are deleted first) when the maximum number of log records is reached. You can enter a range between
10,000 to 100,000,000 messages (do not include commas). The default is 100000.

Note Setting the Log max or Log adjustvalue to a large number of records or messages can slow
down the performance of entries written to the log.

Engine Configuration—Security

The Security view of the Capture Engine Configuration Wizard lets you set security and authentication settings.
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Capture Engine Configuration Wizard &J

Security
Configure security settings

Authentication
(@) Enable 05 Authentication Only
() Enable Third-party Authentication

Enabled Name Type

Update omni-admin password: Hide typing

Update omni-user password: Hide typing

[ < Back. ][ MNext > ][ Cancel ] [ Help

Authentication:

* Enable OS Authentication Only: Select this check box to use the Operating System authentication
only, and to disable all other third-party authentication mechanisms.

* Enable Third-party Authentication: Select this check box to enable third-party authentication using
an Active Directory, RADIUS, or TACACS+ authentication server. For more information on enabling
Third-party authentication, see Third-party authentication with Capture Engines on page 120.

* Insert: Click to display the Edit Authentication Setting dialog, which allows you to name the setting
and select from one of the following Third-party Authentication types:

* Active Directory: Select this type to enable Active Directory authentication, and then configure
the host information: Host (domain controller) and Port settings (Capture Engine (Windows)); or
Realm (domain controller) and KDC settings (Capture Engine (Linux)).

*  RADIUS: Select this type to enable RADIUS authentication, and then configure the Host (IP
address), Port, and Secret settings (select Hide Typing to hide the settings) for the RADIUS
authentication server.

* TACACS+: Select this type to enable TACACS+ authentication, and then configure the Host (IP
address), Port, and Secret settings (select Hide Typing to hide the settings) for the TACACS+
authentication server.

* Edit: Click to edit the selected authentication setting.
* Delete: Click to delete the selected authentication setting.
* Move Up: Click to move the selected authentication setting higher up in the list.

* Move Down: Click to move the selected authentication setting lower up in the list.

Note The order of the authentication settings in the list determines the order an authentication
server is authenticated against.

Authentication settings are attempted in groups in a top/down order. For example, if the first
setting at the top is a RADIUS setting, then all RADIUS settings in the list are attempted first
before attempting the next group type in list. If an authentication server can not be reached
because of either an incorrect or unreachable server IP, incorrect port, or incorrect shared
secret, then the next setting in the group is attempted. If communication with the
authentication server is good, but the user cannot be authenticated because of either an
incorrect username, password, or a disabled account, then the next group type is attempted (if
authenticating a RADIUS or TACACS+ setting), or the next setting in the list is attempted (if
authenticating an Active Directory setting).
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Note The Capture Engine operates within the security environment configured in the operating
system. Refer to your operating system documentation for instructions on configuring security
settings for your operating system.

Engine Configuration—Edit Access Control

The Edit Access Control view of the Capture Engine Configuration Wizard lets you define which users have access
to a Capture Engine and which classes of actions (policies) each user is allowed to perform.

Note There are several ways to create a new user in your operating system. Refer to your operating
system documentation for instructions on creating new user profiles.

Capture Engine Configuration Wizard Li—:hj

Edit Access Control
AddModify users to system policies

Use access control

Add users to the access control list below. Note that users must be
members of a domain that the engines can access,

Palicy User
System: Allow usage

Capture: Create new capture

Capture: Delete captures created by others

Capture: Modify captures created by others

Capture: Start/stop captures created by others

Capture: View packets from captures created by others
Capture: View stats from captures created by others
Configuration: Configure engine settings

Configuration: View the audit log

Configuration: Upload files 2

m

| < Back H Finish ]| Cancel ‘ | Help ‘

* Use access control: Select this check box to enable Access Control.
* The Policy column lists the predefined policies:
* System: Allow usage
* Capture: Create new capture
* Capture: Delete captures created by others
* Capture: Modify captures created by others
*  Capture: Start/Stop captures created by others
* Capture: View packets from captures created by others
* Capture: View stats from captures created by others
* Configuration: Configure engine settings
*  Configuration: View/modify matrix switch settings (Capture Engine (Windows) only)
* Configuration: View the audit log
* Configuration: Upload files
* The User column lists which users have access to a certain policy.

* Edit:Select a policy and then click Edit to define which users have access to the policy. The Add Users to
ACL dialog appears:
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Add Users to ACL =5

Browse Users

Name Description
root root
nobody nobody

Add User

Selected Users

Name Description

[ oK ][ Cancel H Help

Browse Users

*  Domain: Type the Domain for the Capture Engine. If the Capture Engine is not a member of any
Domain, leave this field blank.

* Refresh: Click to poll the Domain controller to retrieve the list of users.

Note Large Domains with hundreds of users may take several minutes to load.

*  Name/Description: Displays the name and description for each defined user. Both the name and
the description are taken from the operating system security settings (local or Domain).

* Add:Click to add the selected user to the Selected Users table.
Add User

Note If the Capture Engine is not a member of any Domain, you can ignore Add User.

*  Domain: Type the Domain for the Capture Engine.

* User: Type the name of the User you wish to add to the Selected Users table.
* Add: Click to add the selected user to the Selected Users table.

Selected Users

*  Name/Description: Displays the name and description of users allowed to perform the selected
policy.
* Delete: Click to remove the selected user from the Selected Users table.

* Delete all: Click to remove all users from the Selected Users table.

Tip A Policy that has no users associated with it is effectively reserved for users with Administrator
or root level privileges.

Considerations when configuring Access Control

Please note the following when configuring Access Control:

* Users with Administrator or root level privileges always have access to all features of the Capture
Engine.
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* Ifthe Capture Engine is installed on a machine under local control, the local user with Administrator or
root level privileges (and equivalents) has access to the Capture Engine regardless of the settings in the
Edit Access Control view.

* Ifthe Capture Engine is installed on a machine under Domain control, the Domain Administrator always
has access regardless of the settings in the Edit Access Control view.

*  When Use access controlis selected and no other users are added to the Edit Access Control view (the
initial default settings), then only the user with Administrator (local or Domain, depending on the
computer setup) or root level privileges has access to the Capture Engine.

Considerations when disabling Access Control

When access control is disabled, the only restrictions on the use of the Capture Engine are those imposed
by the operating system security settings. Examples of relevant permissions controlled by operating system
security settings include:

* Login privilege: A user must be able to log in to the machine on which the Capture Engine is running in
order to use the program.

Updating Capture Engine settings

The Capture Engine Manager lets you distribute settings for filters, alarms, and graphs from one or more
connected Capture Engines to one or more selected Capture Engines.

Important! You must have Administrator or root level privileges for the Capture Engine where you are
distributing settings.

To update settings for one or more Capture Engines:

1. Click Update Settings in the toolbar. The Update Settings dialog appears and lists the Capture Engines
defined in the Workspace.

Update Settings nx

Items | Status

1. Select engines

PR lcscoes

E i) Capture Engine

Credentials

2. Add items

Add items below by dragging them from
respective views from one or more engines.

_____ Delete Al

3. Send updates

2. Selectthe check box of the Capture Engines you are updating. You can right-click inside the view to
expand all/collapse all lists, or check all /uncheck all Capture Engines.
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Note You can click Credentials to enter the login credentials that can be used to connect to one or
more Capture Engines when distributing software updates or new settings. See Credentials
dialog on page 116.

3. Open the Capture Engine window of any connected Capture Engine in the Workspace and select the
Filters, Alarms, or Graphs tab.

4. Drag-and-drop an item from the Filters, Alarms, or Graphs tab to the Add items section of the Update
Settings dialog. You can add any combination of filters, alarms, or graphs settings.

5. Click Start to send the settings to the selected Capture Engines.

6. Click the Status tab to see the current status of all configuration updates for each target Capture Engine.

Update Settings o x

Status

Engine Task Status
(@ Capture Engine @ The operation completed successfully.

m +

Note To update the settings for a target Capture Engine that has Use access control enabled, you
must log in either as a user associated with the System: Allow usage policy or as a user with
Administrator or root level privileges (local or Domain) for the host machine. If the target
Capture Engine does not have Use access control enabled, any user with read/write privileges
to the Data folder directory of the target Capture Engine can use the Update Settings dialog.

Updating Capture Engine ACL settings

The Access Control List (ACL) limits access to a Capture Engine by associating Users (defined in the operat-
ing system) with classes of tasks on the Capture Engine, called Policies. These associations are set in the
configuration of each Capture Engine.

The Capture Engine Manager also lets you add the same Domain username and Policy associations to the
ACLs of multiple Capture Engines, all of which are operating under the same Domain control.

Note To use the ACL with Omnipliance Linux, you must first add the user to the Linux OS and then
add the same user to the first ACL policy, “System: Allow usage.” You can then limit that user’s
permission by adding the user to any of the other ACL policies.
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Important! The Capture Engine Manager must be able to login to each target Capture Engine as a user with
the correct permissions to update the ACL on that Capture Engine, as described above. For
detailed login information, see Credentials dialog on page 116.

Note To use the Capture Engine ACL Update Wizard, you must present the correct login credentials for
each target machine. For a Capture Engine with Use access control enabled, any user associated
with both the System: Allow usage and Configuration: Configure engine settings policies can
configure the Capture Engine. Any user with Administrator privileges (local or Domain) on the
target machine can configure the Capture Engine, regardless of any settings in its ACL.

To distribute an ACL update to one or more Capture Engines in a single domain:

1. Click Update ACL in the toolbar. The Capture Engine ACL Update Wizard appears.

Capture Engine ACL Update Wizard IéJ

Welcome to the Capture Engine
ACL Update Wizard

This wizard will help you set access control for Windows
Capture Engines running on a domain.

2. Click Next. The Select engines view appears and lists the Capture Engines defined in the Workspace.

Capture Engine ACL Update Wizard IéJ

Select engines
Provide login credentials and select engines

4[] ] west Coast
[7] 42 Capture Engine
[7]i42 Capture Engine
[]i0 capture Engine

Credentials

3. Select the check box of the Capture Engines you are updating. You can right-click inside the view to
expand all / collapse all lists, or check all / uncheck all Capture Engines.
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Note You can click Credentials to enter the login credentials that can be used to connect to one or
more Capture Engines when distributing software updates or new settings. See Credentials
dialog on page 116.

4. Click Next to open the Edit Access Control view. From this view, you can associate any User defined for the

current Domain with any Policy defined for the selected Capture Engines.

Capture Engine ACL Update Wizard

[E=X)

Edit Access Control
AddModify users to system policies

Add users to the access control list below. Note that users must be
m members of a domain that the engines can access.

Palicy

System: Allow usage

Capture: Create new capture

Capture: Delete captures created by others
Capture: Modify captures created by others

Configuration: Configure engine settings
Configuration: View the audit log
Configuration: Upload files

User

Capture: Start/stop captures created by others
Capture: View packets from captures created by others
Capture: View stats from captures created by others

m

@ Merge () Replace

[ <Bak [ start

] [ Cancel

)

Help

)

5. Selecta Policy in the list and click Edit. The Add Users to ACL dialog appears.

r A
Add Users to ACL B

Browse Users
Domain: Refre:

Name Description

Add

Add User
Domain: User:
Selected Users

Name Description

Browse Users

*  Domain (Capture Engine (Windows) only): Type the Domain for the Capture Engine. If the Capture

Engine is not a member of any Domain, leave this field blank.

* Refresh: Click to poll the Domain controller to retrieve the list of users.

Note Large Domains with hundreds of users may take several minutes to load.

*  Name/Description: Displays the name and description for each defined user. Both the name and
the description are taken from the operating system security settings (local or Domain).

* Add:Click to add the selected user to the Selected Users table.
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Add User (Capture Engine (Windows) only)

*  Domain: Type the Domain for the Capture Engine.

*  User: Type the name of the User you wish to add to the Selected Users table.
* Add: Click to add the selected user to the Selected Users table.

Selected Users

*  Name/Description: Displays the name and description of users allowed to perform the selected
policy.

* Delete: Click to remove the selected user from the Selected Users table.

* Delete all: Click to remove all users from the Selected Users table.

Tip A Policy that has no users associated with it is effectively reserved for users with Administrator
or root level privileges.

6. Enter the name of the Domain and click Refresh. The dialog will poll the Domain controller to retrieve a
list of users.

7. Select a user you want to associate with the current Policy and click Add. The user will appear in the
Selected Users table of the dialog. Repeat this step until you have added all the users you wish to
associate with the current Policy.

8. Click OKto close the dialog and return to the Edit Access Control view. The users from the Selected Users
table appear in the Users column beside the appropriate Policy. You can choose to Merge users to the
existing Access Control List, or Replace the existing Access Control List with a new list defined here.

Capture Engine ACL Update Wizard I@

Edit Access Control
AddModify users to system policies

Add users to the access control list below. Note that users must be
m members of a domain that the engines can access.

Palicy User o
Capture: Create new capture

Capture: Delete captures created by others

Capture: Modify captures created by others

Capture: Start/stop captures created by others

Capture: View packets from captures created by others

Capture: View stats from captures created by others

m

Configuration: Configure engine settings
Configuration: View the audit log
Configuration: Upload files =

(@ Merge () Replace

[ < Back ][ Start ][ Cancel ] [ Help ]

9. Continue in this manner until you have fully defined the ACL.

10. Click Start to begin distributing the ACL to the listed Capture Engines. The Send update dialog appears
and displays the task status.

Tip If at least one task fails, you can click Retry Failed Tasks to send the update again to the Capture
Engines that did not complete the task successfully.
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r A
Capture Engine ACL Update Wizard @
Send update
Send ACL update to engines

@ Successfully sent ACL update to engines

Task Task Status

@ 10,4.2,53:6367 @ The operation completed successfully,

Retry Failed Tasks
< Back. ][ Finish ] [ Cancel ] [ Help

Note In order to be able to retrieve the list of Domain users, you must be logged on as a user with
Administrator privileges (local or Domain). Additionally, you must have logged on to a computer
under the Domain control of the target Domain during the current session of Windows. Your
Domain login can have been as a Domain user of any kind, Administrator or otherwise.

11. Click Finish to close the Capture Engine Update ACL Wizard.

Credentials dialog

The Credentials dialog lets you present a single set of credentials when you distribute software updates, set-
ting updates, or ACL updates to Capture Engines.

To open the Credentials dialog:
1. Click Credentials... in any of the following views:
* the ltems tab of the Update Settings dialog (see Updating Capture Engine settings on page 111).

* the Select engines view of the Capture Engine Update ACL Wizard (see Updating Capture Engine ACL
settings on page 112).

r ~
Credentials @

[ Use following credentials

Enter the login credentials that will be used to connect
to multiple systems.

Authentication: | Default
Domain:
Username:

Password:

[ OK ][ Cancel ][ Help ]

2. Select the Use following credentials check box to enable credentials.

Complete credential information for Authentication, Domain, Username, and Password. See
Connecting to a Capture Engine on page 102 for details.

4. Click OKto accept your changes.
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Using Capture Engines with Omnipeek

Capture Engines have no user interface of their own and rely on an Omnipeek console to provide a user
interface through the Capture Engines window. The Capture Engines window in Omnipeek is used for interac-
tion between Omnipeek and a Capture Engine.

Connecting to a Capture Engine from Omnipeek

In order to view packets and data from a Capture Engine, you must first connect to the Capture Engine from
the Capture Engines window.

To connect to a Capture Engine from Omnipeek:

1. Do one of the following to display the Capture Engines window:
* Choose View > Capture Engines.
* Click View Capture Engines on the Start Page.

The Capture Engines window appears and displays the list of currently defined Capture Engines.

Note Both Omnipeek and Capture Engine Manager maintain the same list of Capture Engines. Making
a change in either program automatically updates the list in the other program.

Insert Discover
Insert Delete Connect
| | _ Disconnect
rﬂ Cmnipeek

i File Edit View Window Help

P - - L
1 Start Page a s
Engines (G O [ X | o s

v Capture Tools

There are no items to show in this view

kL

2. Click Insert Engine. The Insert Engine dialog appears.

Note You can also click Discover Engine in the toolbar to find all of the Capture Engines available on
your network segment. See Discover Capture Engines on page 105 for details.
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Insert Engine @
Engine
@ Host: M
Port: 6357 =
Credentials
Q‘j Domain:
Username: |
Password:
Save my password
[ Connect } [ Cancel ] [ Help

3. Complete the dialog:

* Host: Enter the IP address of the Capture Engine that you want to connect to.

*  Port: Enter the TCP/IP Port used for communications. The default port is 6367.

*  Domain: Type the Domain for the Capture Engine. If the Capture Engine is not a member of any
Domain, leave this field blank.

* Username: Type the Username for login to the Capture Engine.

*  Password: Type the Password for login to the Capture Engine.

4. Click Connect. When the connection is established, the Capture Engine appears in the Capture Engines

window.

-
4% Omnipeek

4 Capture Engines  x

i File Edit View Capture Send Tools Window Help

Engines() [k O [ XK | o 3 4
(aptureEng'lne

i

Wik ®E Nk %

For Help, press FL

Capture Storage:

Home w i i in_ F

Capture Engine

Name: Capture Engine
Host Name: omnipliance
Address: 10.4.2.137:5367
User: roct
Engine Type: Omnipliance
Version: 10.0 {build 10.0.0.20)

Engine Local Time: 10/17/2015 16:57:40

Time Zone: GMT-07:00
Uptime: 3:47:52

Operating System: Ubuntu 14.04 LTS

IPMI Address: 10.4.100.36
Memory: 128,205 MB Total Phys; 125,742 MB Avail Phys
CPU Type: Intel{R) ¥eon(R) CPU E5-2643 v2 @ 3.50GHz
CPU Count: 24
58,328 GB Total; 58,328 GB Avail

Captures (1)

H New Capture | View Captures

Forensics (1 capture sessions)
Files (1 files)

Forensic Searches (0)

Events (104,531)

Adapters (4)

Settings
Filters (109} | Graphs (28) | Alarms (60) | Notifications (1) | Analysis Modules

Tip You can add multiple Capture Engines to the Capture Engines window by clicking Insert Engine.

5. Click Insert Group to add a group of Capture Engines to the Capture Engines window.

6. Select the Capture Engine group and then click Insert Engine to add an Capture Engine to the group.
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Inselrt Group

42 Omnipeek

i File Edit View Capture Tools Window Help
P = R Y- BEIEY.

q %ﬁamum{ngineﬁ? b
Engines (1) = ROND A Home i i i in,|

4 '.i_j New Group
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Capturing from a Capture Engine

You can select from the following options to capture packets from a Capture Engine:

* New Capture..: This option lets you create a new capture window based on the capture settings that

you define.

* New “Forensics Capture” This option lets you create a new capture window based on pre-configured

capture settings optimized for post-capture forensics analysis.

* New “Monitoring Capture” This option lets you create a new capture window based on pre-configured
capture settings optimized to produce higher level expert and statistical data in a continuous capture.

* Edit Capture Templates: This option opens the Capture Templates dialog and allows you to create new

or edit existing capture templates.

Note For more information about each of the optimized capture formats, please see the Omnipeek

User Cuide or online help.

To begin a remote capture from a Capture Engine:

1. Do one of the following:

* OntheHometab, select the type of remote capture to perform by selecting New Capture under the

Captures heading.

* On the Captures tab, select the type of remote capture to perform by clicking the small arrow next

to Insert.

* On the Adapters tab, select the type of remote capture to perform by selecting New Capture under

the name of the adapter you wish to use.

The remote Capture Options dialog appears.
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2. Make any desired changes to the capture option settings.

3. Click OK A Capture Engine capture window appears.

-
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Note The views in the left-hand navigation pane that are available in a Capture Engine capture
window depend on the type of Capture Engine that is connected, and the Analysis Options
capture settings configured for that capture window. See the Omnipeek User Guide or online
help for details on using the features available from Capture Engine capture windows.

4. Click Start Capture to begin capturing packets. Start Capture changes to Stop Capture.

5. Click Stop Capture when you want to stop collecting packets into the remote capture buffer.

Third-party authentication with Capture Engines

Third-party authentication of Capture Engines allows administrators of Capture Engines to easily manage
logon credentials (after a set of Capture Engines have been deployed), without having to make changes on

every Capture Engine individually.

Administrators and users can also sign on to Capture Engines with one set of credentials without requiring
the same account on every Capture Engine computer. You can use Active Directory, RADIUS, and TACACS+

authentication to maintain logon credentials.

To use third-party authentication, you must first set up third-party authentication on the Capture Engine
(using Capture Engine Manager from the Omnipeek computer), and then log in to the Capture Engine from

Omnipeek.
Setting up third-party authentication on the Capture Engine:

1. Start the Capture Engine Manager from Omnipeek, connect to the Capture Engine, and then add the
Capture Engine to the Workspace. See Using the Capture Engine Manager on page 100.

2. Click Configuration to run the Capture Engine Configuration Wizard.
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3. When the Capture Engine Configuration Wizard appears, click Next twice. The Security view of the wizard
appears.

The Security view of the Capture Engine Configuration Wizard allows you to configure the third-party
authentication settings that allow the Capture Engine to communicate with, and authenticate to, the
authentication servers. See Engine Configuration—Security on page 107.

Logging in to the Capture Engine from the Omnipeek computer:

1. From Omnipeek, click Insert Engine in the Capture Engines window. The Insert Engine dialog appears.

Insert Engine @
Engine
) Host: v
k|\,‘
Port: 6357 =
Credentials
g _’| Domain:
Username: |
Password:
V| Save my password
[ Connect ] ‘ Cancel ‘ | Help

2. Complete the dialog:

Host: Enter the IP address of the Capture Engine that you want to connect to.

Port: Enter the TCP/IP Port used for communications. The default port is 6367.

Domain: Leave this field blank. This field is not used for Capture Engine (Linux).

Username: Type the Username for login to the Capture Engine using the specified credentials.

Password: Type the Password for login to the Capture Engine using the specified credentials.

3. Click Connect. The Omnipeek console sends the credentials to the Capture Engine over an encrypted
channel.

The Capture Engine decrypts the credentials, and then sends a request to the specific authentication
server:

A negative response will prompt the Capture Engine to send an error message back to the console

(Access Denied).

An affirmative response allows the user to log on.
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