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Enable Decode VXLAN Column in LiveWire Omnipeek
Here are the steps to enable the Decode VXLAN column:

1. Enable “Decode /MPLS/VXLAN Network Identifier” in Expert > Packets.

2. Click the flag for VXLAN > Click the ellipsis and Select “Add as Decode Column”.

3. A new column will appear in the column on the far right of the Expert/Packets page.

LiveWire 24.3.0 New Features
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Enable MPLS, VLAN, and VXLAN Expert Events in Omnipeek Windows
Right-click the Column header in Expert Events and enable all four options as shown at the bottom of the 
screenshot below:
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Enable MPLS, VLAN, and VXLAN Statistics in Omnipeek Windows

Local Files
When opening a packet file in Omnipeek Windows, the user may click the Filter/Analyze… button in the open file 
dialog to see the list of analysis options that will be used to analyze the packet file. A new option will be present 
called “MPLS/VLAN/VXLAN Statistics” which will represent this new MPLS/VLAN/VXLAN Statistics view. Enabling this 
option will show the MPLS/VLAN/VXLAN Statistics view in the file window, while disabling this option will hide the 
MPLS/VLAN/VXLAN Statistics view. Clicking the “Details…” button when the “MPLS/VLAN/VXLAN Statistics” item is 
selected will display the MPLS/VLAN/VXLAN Statistics Limits dialog and allow the user to modify the statistics limits 
for this MPLS/VLAN/VXLAN Statistics view.

Capture
When creating a capture in Omnipeek Windows, the user may click the “Analysis Options” tab in the capture 
options dialog to see the list of analysis options that will be used to analyze the packets. A new option will be 
present called “MPLS/VLAN/VXLAN Statistics” which will represent this new MPLS/VLAN/VXLAN Statistics view. 
Enabling this option will show the MPLS/VLAN/VXLAN Statistics view in the capture window, while disabling this 
option will hide the MPLS/VLAN/VXLAN Statistics view. Clicking the “Details…” button when the “MPLS/VLAN/VXLAN 
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Statistics” item is selected will display the MPLS/VLAN/VXLAN Statistics Limits dialog and allow the user to modify 
the statistics limits for this MPLS/VLAN/VXLAN Statistics view.

Forensic Search
When creating a forensic search in Omnipeek Windows, a new option will be present called “MPLS/VLAN/VXLAN 
Statistics” which will represent this new MPLS/VLAN/VXLAN Statistics view. Enabling this option will show the MPLS/
VLAN/VXLAN Statistics view in the forensic search window, while disabling this option will hide the MPLS/VLAN/
VXLAN Statistics view. Clicking the configuration button next to the “MPLS/VLAN/VXLAN Statistics” item will display 
the MPLS/VLAN/VXLAN Statistics Limits dialog and allow the user to modify the statistics limits for this MPLS/VLAN/
VXLAN Statistics view.
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Statistics Limits
The statistics limits work the same way as the other statistics limits work for other statistic views (such as Nodes, 
Node Details, Protocols, etc…). The only difference is that for MPLS/VLAN/VXLAN Statistics, the limit pertains to the 
total number of Nodes for all MPLS Labels, VLAN IDs, VXLAN Group Policy IDs and VXLAN VNIs.

Saving/Exporting MPLS/VLAN/VXLAN Statistics to a text file
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Statistics Summary page for MPLS/VLAN/VXLAN
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Rename Forensic Search after creating/running the search
◦ Click the pencil next to the name of the Forensic Search you want to change the name of. In the screenshot 

below, the name of Forensic Search was changed to 5Min Capture.
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Specific Expert Flows in LiveWire Omnipeek
Here are the steps to search for specific flows in the Expert Flows section in LiveWire Omnipeek.

Go to Forensic Search > Expert > Flows > Search in the upper right corner of the screen.

From there you can search by specific network data in the flow that you want to see instead of searching the flows 
manually.
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Send IPFIX Flow data to multiple targets
You can configure multiple locations/targets to send IPFIX/Flow data to. Either IPv4 or IPv6 IP addresses must be 
entered in the Server Address field.

You can also specify more than one location to send IPFIX flow data to.

You’ll be able to configure LiveNX, IPFIX, OpenTelemetry, and Cisco SNA Telemetry instead of just a singular 
location.
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LiveWire Group Authentication
LiveWires can be added to a “group” that shares the same authentication settings, allowing access without needing 
to enter or save a username and password.

The primary use case for this feature is to make using Distributed Forensic Search and the Multi-Engine feature 
easier.

This feature was introduced in LiveWire 24.3 and requires this version or higher for LiveWires accessed remotely 
from the primary LiveWire.

Note This feature is only available in the LiveWire Omnipeek and is not present in Omnipeek 
Windows.

Configuration

Set up the Authentication Group Secret

On the Configure Engine page for your primary engine (the one you connect to directly), enter or generate an 
Authentication Group Secret. The primary engine maintains the list of engines you connect to remotely.

Apply the Secret to Other Engines

Next, enter the same Authentication Group Secret in the settings for each additional engine you want to access 
remotely from the primary engine. You can either:
◦ Use Apply to Other Engines to push the same settings (including other authentication and access control 

settings) to multiple engines, or
◦ Visit the Configure Engine page for each engine individually.

LiveWires are part of the same “authentication group” when they have the same Authentication Group Secret.
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Enable Authentication Group Connection

Finally, enable Connect with an authentication group when inserting or editing an engine in the Engines list of the 
primary engine.

Use
◦ Seamless Remote Connection

Connect to remote engines from the primary engine without being prompted for a username or password.
◦ Effortless Distributed Features

Use Distributed Forensic Search or Multi-Segment Analysis without the need to re-enter authentication 
details.

Implementation Details
The LiveWire Omnipeek UI and back-end now use JSON Web Tokens (JWTs), a widely adopted technology in 
modern web applications. These tokens contain information such as the expiration time (exp), the time the token 
was issued (iat), a username (name), a not-valid-before time (nbf), a session id (sess), and a user id (sub). JWTs are 
signed to verify authenticity.

Example

In this screenshot of the Chrome Developer Tools Network Tab, the login API returns a JWT for the authToken in the 
response along with the tokenType “Bearer”. This is otherwise known as an access token.

The complete JWT returned is 
eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJleHAiOjE3MjY4NDIzNzgsImlhdCI6MTcyNjg0MTQ3OCwibmFtZ
SI6ImFkbWluIiwibmJmIjoxNzI2ODQxNDc4LCJzZXNzIjoiNjY5M2UzN2FhNDQ2ZDlkNjBkNmUxYTMyNGYzMzk2OTU
iLCJzdWIiOiJhZG1pbiJ9.HHTNCdyWKe7inqS8ZA2D5hzWLySRHp4IbXqgbsj5pC4.

The token is in 3 parts: the header, payload, and signature. It is signed using the Authentication Group Secret, 
mGyHk81TmH4YwIN_qxaFQASKPI9QusfY.

The token can decoded and verified online https://jwt.io/#debugger-
io?token=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJleHAiOjE3MjY4NDIzNzgsImlhdCI6MTcyNjg0MTQ3OCwibmFtZSI
6ImFkbWluIiwibmJmIjoxNzI2ODQxNDc4LCJzZXNzIjoiNjY5M2UzN2FhNDQ2ZDlkNjBkNmUxYTMyNGYzMzk2OTUiLCJz
dWIiOiJhZG1pbiJ9.HHTNCdyWKe7inqS8ZA2D5hzWLySRHp4IbXqgbsj5pC4.

https://jwt.io/introduction
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Compatibility

JWTs are now the default authentication method for the LiveWire Web UI by requesting a tokenType of “Bearer” in 
the login API. However, the previous authentication method is still supported by engines that do not support JWTs, 
ensuring backward compatibility.

Security

Since JWTs carry sensitive information, they are always transmitted over encrypted channels (TLS) to prevent 
eavesdropping. However, if an attacker gains access to a JWT, they could use it to obtain unauthorized access. To 
mitigate this risk, JWTs used by LiveWire have a short expiration time (15 minutes) and must be periodically renewed 
using a “refresh token”.

Expiration & Refresh Tokens

When the LiveWire UI requests a JWT from the login API, the engine returns an access token with a short expiration 
time (15 minutes by default) along with a “refresh token”. The refresh token is used to obtain new access tokens 
when the current one nears expiration. The web UI will automatically request a new access token about 1 minute 
before the current token expires.
◦ Remote Engine Connections

The access token is used to connect to remote engines, with the session identified by the session ID in the 
token. The session will remain active even after a new token is issued.

◦ Refresh Token Lifetime
The refresh token also has an expiration time, typically set to 1 day. Both the refresh token and access token 
lifetimes can be configured in omni.conf by adjusting the refreshtokenlifetime and 
accesstokenlifetime settings, respectively.

References
JWT RFC

Token Best Practices

Refresh Tokens

https://datatracker.ietf.org/doc/html/rfc7519
https://auth0.com/docs/secure/tokens/token-best-practices
https://auth0.com/docs/secure/tokens/refresh-tokens
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New Expert Events have been added to Omnipeek Windows
The following values have been added to Expert:
◦ Server Network Delay (sec) - the packet time difference between the TCP SYN packet and the TCP SYN-

ACK packet in a TCP 3-way Handshake
◦ Client Network Delay (sec) - the packet time difference between the TCP SYN-ACK packet and the TCP 

ACK packet in a TCP 3-way Handshake

You can also export the data in Save Flow Statistics in the File menu.
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This will save the Server/Network Delay statistics in a comma separated value file or text file.

Example of flows.text file contents:
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