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Introduction

LiveSP™ is a multi-tenant platform that delivers service providers with a powerful application-aware
management system, helping them and their business customers monitor application performance

on the WAN.

For all the traffic and applications going through the WAN, and for thousands of business custom-
ers, LiveSP leverages several vendors’ features sto provide, in a single scalable instance:

a client mode to visualize, browse, troubleshoot and report customers’ networks and end-user
experience issues;

a multi-tenant mode to build templates, grant rights, create KPI (Key Performance Indicators) to
meet marketing and operational requirements.

New\:ork maﬂagemem

ant dm/n/
\‘\

A R

Home ﬁ B \@ Dashboard
Rights Template

R

.:..

\ I’OVISIOI’]Ing

< 3 :
Flow Monitoring Polling e

Expert m(y

&
A Alert

i
LiveSP e
/ &

Report




Network Management

The network management environment or client mode is dedicated to a specific end-customer.
Home pages, dashboards, and reports use the same dashlets component with different purposes:

¢ the home module is a single page, synthetic updated network visualization for both specialist
and non-specialist

* the dashboard module troubleshoots the network using various perspectives from network to
interface, application and CoS

* thereport module is a static view of network and application SLA for executive meetings or
daily status

End-users are given authorization to the home, dashboard, report and cockpit modules according
to their customer profile (see Share resources on page 37 for more details). Resources may be cus-
tomized for a single customer if necessary.

Service providers can easily switch from one customer to another.
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Home
Client mode / Home

The home page provides a summary view of the network for non-expert and IT managers. It displays
the main network metrics to visualize the status of connectivity services and application perfor-
mance. According to their profile, end-customers can display one or several home pages which are
available in their home library.

From the home page, end-users access the dashboard module for more details.

Switch to other customers or multi-tenant mode by clicking ¥ in the header.

LiveSP IRIZEETES Home ® ADMINADMIN + ()
a
(1) Customer management * ¥ Searchmin2 char. @ & EXPORT = uBRARY m
@ Multitenant administration )
@ ey E=T . - TaffcperTampor
ASHBOAR 200G8

VPN T ~ Down

Network 0%

Site 0% L ] Iﬁ;r_;n"
0%
CPE
N - e —————
15:00 800 2100 .0a a0 0600 w00 1200

0%
- From 1 To 4 - Totak:4

A
=
E; Top Applications
&
e ]

Top Transports With Loss Rate Issues - Top Transports With Network Delay Issues
Incernet Tt 1761 % MPLS lasti 4,01 ms
L e ’
2,347 2 402 & W
MAS last: 0.06% Inemet last: 0.00s
0os M 4 1A ali | : !l 274 2

1. Edit your user information and update your password.
2. Switch to other customers or multi-tenant mode.

3. Access the library to choose another home page.
4

Drill down to dashboards modules for more details.

Dashboard

Browse
Client mode / Dashboard

The dashboard module lets you visualize the network from several perspectives: network load,
application health-check, DSCP consistency, etc. across the network or for a specific site. The man-
agement bar, at the top of the dashboard, helps you choose the site, application or device, filter on
a period and update all dashlets according to the selected scope.

You can add new dashboards in your multi-tab environment by browsing the library or by drilling
down a network element for more details (see Drill down on page 5 for more details).

Access the dashboard module by clicking @ in the client main menu.

Home 3
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the dashboard (because you are not the author).

Filter and select network elements you want to visualize.

according to the network selectors and time period.

Update dashboard.

Include several dashboard tabs in your personal workspace; a lock indicates you cannot edit

Select observation period and zoom in on timeline for more details; dashlets will be updated

6. Use the arrow to expands more options on dashlets, such as export your table in CSV file format
or your dashlet to a PNG file format.

Library

Client mode / Dashboard / Library
The dashboard library stores public and private dashboards:

* private dashboards are available for the author only;

* public dashboards are created either in the multi-tenant mode as a “dashboard template” or in

the client mode.

When created in client mode, the dashboard will be public across the end-customer but will not be
available for other customers (see Rights on page 34 for more details).

Dashboards are displayed in a multi-tab personal workspace. As dashboards can be different from
one customer to another, the personal workspace is also linked to the displayed customer and
changes when you switch from one customer to another.

Open a dashboard from the library by clicking + in the tab bar.

Library 4
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Dashboard library
T = Name T & Author

MT  Area, CPE Load livingobjects
MT  Area, Latency livingobjects
MT Area, Overview livingobjects
MT Area, PFR events livingobjects
MT  Area, Traffic per Classname  livingobjects
MT  Area, Traffic repartition livingobjects
MT  Area, WAN Link load livingobjects
MT  AreajAppli Health-check  livingobjects
MT  AreajApplication group livingobjects
MT  AreajClass, trafficanalysis  livingobjects
MT  Datacollection Advanced  livingobjects
MT  Datacollection health-check livingobjects
MT  Overview admin

MT  Site, All applications livingobjects
MT  Site, Device health check  livingobjects
MT  Site, Overview livingobjects
MT  Site, Path Analysis admin

MT  Site, Traffic analysis livingobjects
MT  Site, Traffic per class livingobjects
MT  Site/Appli, Health-Check  livingobjects
MT  Site/Class, traffic analysis  livingobjects
e o

T Context

Site Cluster

Site Cluster

Site Cluster

Site Cluster

Site Cluster

Site Cluster

Site Cluster

Site Cluster, Application
Site Cluster, Relevance

Site Cluster, Classname

Site, CPE. WAN Link

Site Cluster

Site, Network
Site
Site
Site, Application

Site, Classname

# Last modified
10/23/20, 6:05 PM
10/23/20, 6:05 PM
10/23/20, 6:07 PM
10/23/20, 6:06 PM
10/23/20,6:05 PM
10/23/20, 6:05 PM
10/23/20, 6:06 PM
10/23/20, €:06 PM
10/23/20, 6:06 PM
10/23/20,6:07 PM
10/23/20, 6:06 PM
10/23/20, 6:06 PM
10/27/20, 10:32 AM
10/23/20, 6:05 PM
10/23/20, 6:05 PM
10/23/20, 6:05 PM
10/23/20,6:15 PM
10/23/20, 6:07 PM
10/23/20,6:05 PM
10/23/20, 6:06 PM
10/23/20, 6:06 PM

From 1 To 21- Total: 21

B Show private dashboards of other users

IMPORT
I Show non shared MT dashboards +

Site, Overview @

Displays overall traffic and performance metrics (AVC based metrics)

@ o oreN & EDIT ] DUPLICATE & DELETE

Pt

1. Name, description, and preview that helps you choose dashboards according to your needs.

2. Type of dashboard ( * for public, MT for multi-tenant, empty for private).

3. Open dashboards into your personal workspace.

Drill down

Client mode / Dashboard

When you detect unusual spikes of traffic or high end-to-end latency for a specific application, you
might need more details to understand the issue. The drill down feature will help you deep-dive,
step-by-step by displaying the relevant dashboards. When you need more details on a site, DSCP,
device or application, click on the magnifying glass beside the legend. LiveSP will automatically
propose the relevant dashboards.

Access more details by clicking

on a dashlet legend.

Drilldown 5



LiveSP User Guide

More details on Toulouse
From 10/26/2020 2:40 PM to 10/27/2020 2:40 PM

Site, Device health check checks device health metrics on selected site (samp metrics based
Scope: Site

Sibe, OVEIVIEW Displays overalltraffc and performance metrics (AVC based metsics)
Scope: Site

Site, Traffic per class imventonies cass used on selected site
Scope: Site

Site, Traffic analysis. anaiyses traffic profile for specifie site (AVC metrics based)
Scope: Site

Site, All applications oicstuys sl applications used on specific site
Scape: Site

Site, Path Analysis - snatyss per pas, from s see
Scope: Sike / Network

Site/Appli, Health-Check oispiays performance metrics for application & site (aVC metrics based)
Scape: Site / Application

Site/Class, traffic analysis Ansiyses traffic for a specific class & specific site (AVC metrics based)
Scope: Site / Cl.

1. Click on the loop next to selected element you want to drill down on (site, device, application,
etc.).

2. Choose the new dashboard to open to display more details.

Alert

Active alerts
Client mode / Alert

Cockpit displays events which have occurred in the network. You define the triggers in the cockpit's
settings. The table view displays root-cause and elements. When a specific KPl exceeds a threshold,
the timeframe is stored for consultation.

If you create two alerts with the same KPI, operation and breakdown but different severities (one
critical and one warning), and if the critical alarm is triggered, then the warning alarm will not show
up in the list of current alerts (only the highest severity is kept).

Consult active alerts by clicking 4\ in the client main menu.

Alert 6
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UIVEACTION ~

@  ADMINADMIN ~

@ ®u s

T & Site T 3 CPE
ezpmascoperTLa L
Fafia 10.3.50.1
EZPM Basic Traffic 4451 1035015
EZPM Standard 4451 Dispatch 1035017
AVC perf-man 4451 10.350.16
AVC perf-mon 4451 10.350.16
EZPM Basic Traffic 4451 10.350.15
E2PM Custom Lo-perf 4451 Dispatch 1035020
FNF 4451 1035021
EZPM Standard 4451 Dispatch 1035017

!
gé
%

T 3 Targetelement
CurE Ul

CPE(10.350.1)
CPE (10.350.15)
CPE (10.350.17)
CPE (10.350.16)
WAN Link (GigabitEthermet0/0/2)
WAN Link (GigabitEthermet0/0/2)
WAN Link (GigabitEthermet0/0/2)
WAN Link (GigabitEthernet0/0/2}
WAN Link (GigabitEthermet0/0/2)

-

[

DOVODOVDODODODOX

* Last status:
—_— 10/27/2020 3:02PM 2 @
1)
A
~
B
&
bod
$ Sev.. Y S Name
2 s
L] WARN SNMP Memory Load
. 'WARN SHMP Memory Load
L] WARN SNMP Memory Load
'] WARN SNMP Memory Load
L] interface_is UP_based_on_itf_Down
'3 interface_ks_UP_based_on_itf_Down
. interface_is_UP_based_on_itf_Down
L ] interface_ks_UP_based_on_itf_Down
L ] Interface_ts_UP_based_on_itf_Down
1. Summary of alerts per severity.
2. Refresh alerts.
3.
4. Switch to the cockpit trigger list.
5.

Alert

Client mode / Alert / Detail

details

Runfing alarms: @ 20 @ 0

Display alert history and information.

Limit the list displayed in the table to the sites visible on the map.

From 11 1620 Total: 20

From the map or the table, it is possible to zoom in on a ongoing alarm to get more information on

the alert that is causing it..

Consult active alerts by clicking loop next to the relevant alert.

Alert details

7
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Alert information: interface_is_UP_based_on_itf_Down

Target element WAN Link L]
GigabitEthernet0/0/2

CPE
10.3.50.21

Site
Additionnal FNF 4451
Informations

Site Cluster
L Default

Client
LiveAction

Drill-down to a dashboard with the alert context.
Alert topology context.

Zoom on the map.

KPI history.

P W=

Trigger list
Client mode / Alert / Triggers

The trigger list displays all the events which may occur on the network. End-users with specific per-
missions, can customize default templates or create a new one (see Alerts on page 31 for more
details). Any customization effected in client mode will remain specific to the selected customer.

Visualize the cockpit trigger list by clicking “Triggers” in the list of alerts.

Trigger list 8



LiveSP User Guide

“ Label @

(MIB) CPU Load Critical
(MIB) CPU Load Warning
(MIB) Load In Warning
(MIB) Load Out Warning

1. Label and KPI describe the alert.
2. Severity and threshold define the trigger.

Default cockpit Basic MIB alerting

T

~ Metric

(SNMP / Cisco) CPU Usage:
(SNMP / Cisco) CPU Usage
(SNMP) Load In

(SNMP) Load Out

3. Override trigger threshold.

Flow

Client mode / Flow

(2}

T = Severity
CRITICAL
WARNING
WARNING
'WARNING

X CLOSE
Y Threshold Topology Context Actions
>90% CcPE £ 0
>70% 3 £
>75% WAN Link £
>75% WAN Link &

From1To 4 Total: 4

With its WAN path module, LiveSP offers a simple and innovative visualization of end-to-end flows.
Designed for VPNs set across just a few or thousands of sites, it combines traffic metrics and distri-
bution aggregated visualization, with performance metrics timeline visualization. By selecting
source site, LiveSP discovers destination sites and displays DSCP and networks used to transport the
data. You are now able to understand the core functionalities of Cisco Performance Routing fea-

tures.

Display end-to-end flows by clicking ~ in the client main menu.

LiVesP UIVEACTION ~ Flow ® A
a ke et
. From 4selected~ To Topw 4  basedon max<v (API/Cisco SOWAN) TrafficTotal > @ @ 11/1/2020 1635 To 11/2/2020 1
@ (]
S ROARD 1800 2000 2200 2. Now 0200 04:00 0600 0800 10:00 1200 1400
A (API/ Cisco SDWAN) Packet Loss Rate In
LERT
~
. Show others
0.54% W% 0.54% e -
B Hide others
RepoRT 0% Hide
= Drilldown Q
10%
NOTIFICATIONS
s o o f
1800 2000 200 2800 o200 os00 0600 o800 1000 1200 1400
sermnes
- Internet Internet MPLS MPLS
3 I teret 229 %) [ MPLS (054 %) @
[ ]e

1. Select source and destination sites.

2. Select processing period.

Flow 9
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3. Add (and remove) performance KPls.
4. Visualize aggregated traffic per network on the selected period.

5. Use the arrow to show or hide paths and drill down to dashboards.
Report

Library
Client mode / Report / Library

Do you need to schedule a report summary of your application SLA, every day, week or month? Just
choose a template from the report library.

Open the library by clicking i in the client main menu and opening the library.

B Show private reports of other users
Report libra: IMPORT X CLOSE m
OBy I Show non shared MT reports =

T+ Name Y & Author Y Sch.. # Lastmodified Network summary

MT  Application summary livingobjects 10/23/20,6:07 PM
Main metrics across the network. Cisco AVC based

Default period : 1 days
MT  Site summary livingobjects. 10/23/20, 6:07 PM @ OPEN @ # EDIT ) DUPLICATE @ DELETE

MT  Network summary @ livingobjects. 10/23/20, 6:07 PM

b

1. Quick preview the report before opening it.

2. Open the report to visualize it.

Preview
Client mode / Report
Once opened, you can check your report and test its configuration by sending a mockup e-mail.

Preview a report by clicking “Open” in the library.

Report 10
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LiveSP B EEE R

@« Network summary

HOME

Report

B PDF S EMAL & EXPORT (B DUPLICATE @ 100% @ X CLOSE

- ° ) °

15:33 24H/24H ~

@ 15:33 To

DASHBOARD

>

=

13
z

.0z

3

@

NOTIFICATIONS

Lo ]

SETTINGS.

Network summary 26-270ct

About the report: The report displays main metrics of all devices monitored by eye.lo platform. it combines basic snmp polling metrics with Cisco IWAN metrics. When the Network is not
consistent and includes legacy routers (snmp only), TNF/Nbar2 routers (Application recognition without performance metrics) and AVG routers (Application and performance metrics) , charts
legend indicate metrics sources and therefore if the data set includes part or all devices in the Network.
1 Traffic analysis
Total Throughput

250 Mbps

200Mps

150 Mbps

100 Mbps.

500 Mbps.

1600 1800 2000 2200 27.0¢ 02:00 0400 06:00 08:00 1000 1200 1400

About the chart (source snmp polling) : The chart displays cumulated Throughput for all devices in the Network. e Thona N e T/t

Total Traffic per Business Relevance 15068

10068
@ business (99.6 GB)
@ unclassified (8.24 GB)
® unknown (242 MB)
s00MB

1. Print your report.

2. Send a test e-mail.

3. Duplicate the report to create your own.

Notification

Library

Client mode / Notification

@

ADMIN ADMIN ~

Reports can be used in e-mail notification. If a report is attached to an e-mail, it will be sent auto-
matically with fresh data.

Subscribe to a notification by clicking & in the client.

LiveSP R =T Notifications ®  ADMINADMIN ~
Howme
@ status | & Schedulingname @ ¥ & Author Y 2 Attached report Y ¢ period Y ¢ Tigger @ Y ¢ Previousexecution Y 4 Next execution Y ¢ Rec.. Actions
Email on load alarm admin 2alarms Not executed yet 21 L]
DASHBOARD
Monthly report admin Network summary aday AR 10:00 AM, on day 1 of the month Not executed yet 11/1/20,10:00 AM 21 A z8E
A U

ALERT

ow
5]

&

NOTIFICATIONS

SETTINGS.

Notification 11
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1. Notification name.
2. Notification trigger and detail.

3. Subscribe to the notification.

Schedule

Client mode / Notification / Schedule
Once created, you can schedule your report to be sent regularly or when an alarm is raised.

Schedule a report by clicking Schedule in the client main menu.

LiveSP EESCIRS Notifications ®  ADMINADMIN -

Py

L) Monthly report Active (¢ ] © Delete CLOSE m
@ Name * ATTACHED REPORT 9 CHOO!
ASHBOARI Monthly report.

TRIGGER @ con Alert. e

24Hf24H = 1 Days v

<

el ‘every month - Onday 1~ At 1000 ~ @

B

RepoRT

MAIL OPTIONS Hetwork summary 10100

= . _________|]
seTGs

(3] 1 Traffic analysis

admin@livingobjects.com a

Email subject RPraview

Email message A 0 s s ) e chrt i cmlted TG o 8 s 8

STATUS 3 Fevien

] next 11/1/20,10:00 AM

Select the type of notification.

Configure the trigger with a time of dispatch or alert.
Fill in one or several e-mail addresses.

Detail subject and message of the e-mail.

Select the attachment the e-mail.

A O

Activate or deactivate your notification at will.
Application

Dictionary
Client mode / Settings / Application

LiveSP embeds several application dictionaries. Applications are described by name and can be
group by category (browsing, net-admin, etc.) and group (business, leisure, unclassified, etc.).

The category and the group of an application can be overridden in multi-tenant mode and again in
client mode. For example:

* in multi-tenant mode you may assign the business group to the “IPSec” application: it impacts
the whole client application dictionary;

Schedule 12
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* anindividual client may override that definition again and specify “IPSec” as part of the leisure

application group.

When an application is created or customized:

* in the multi-tenant mode, changes will be available for all customers.

* in the client mode, it will be available for the specific customer only.

When SD-WAN is activated, LiveSP also provisions dictionaries relevant to that technology from the
SD-WAN manager directly.

Open the application dictionary by clicking “ and A in the client main menu.

Livesp

/’ﬁ( P! Dictionary

Application Dictionary CiscoNBAR~ version 51.0.0 @

50331816 (3:168)
50332641 (3993)
50333219 (3:1571)

TR

50333348 (3:1700)
50331965 3:317)
218104277 (13:469)
218104574 (13766)

16777298 (182)

:'E! -'1(1

218104136 (13:328)
50332644 (3.996)

16777294 (1:78)

50332135 (3:487)

:

16777282 (1:66)
218104428 (13:620)
50332157 (3:509)
218104230 (13422)
50337648 (3:6000)
50332268 (3:620)
218105696 (13:1888)
218104904 (13:1096)
218104528 (13:720)
218104497 (13:689)
218104284 (13476)
50332146 (3:458)
218104596 (13788)
218104600 (13:792)
50332118 (3.470)
50331685 (3:37)

1. Application source (NBAR2, Qosmos, Sandvine or custom LiveSP applications)

-« Type ~overr.. Y $1d Y ¢ Name @

Y Relevance
unclassified
business
business
business
unclassified
leisure
leisure
unclassified
leisure
unclassified
unclassified
unclassified
unclassified
leisure
business
leisure

business

Y # Description T DPICategory
rsvd rsvd other
secure-imap Internet Message Access Prot email
rdb-dbs-disp Oracle Remote Data Base  database
salnet SQLNet database
zannet Zannet file-sharing
winny Winny consumer-file-sharing
tinyurl TinyURL browsing
secure-vmtp Versatile Message Transactior other
secondiife Secondlife gaming
vsinet vsinet other
wb-mon 'WIDEBAND Monitoring other
saft simple Asynchronous File Tra. file-sharing
~d MIT Remote Virtual Disk Prot other
rakuten Rakuten browsing
snare System iNtrusion Analysis anc net-admin
yahoo-volp-messenger Yahoo VoIP Messenger consumer-messaging
xwindows X-Windows R
Sco-websrvimar SCO WebServer Manager  net-admin
statistical-download Satistical Download other
siri siri consumer-nternet
slate-magazine Slate Magazine browsing
samsung Samsung browsing

tvity.

siam Siam other
usbank USBank browsing
tmobile-web-services T Mobile browsing
socproxy sox-proxy other
time Time net-admin

business
unclassified
leisure
leisure
leisure
business
unclassified
leisure
leisure
unclassified

business.

2. Application name and protocol pack ID (for NBAR2).

3. Override default relevance.

Creation

Client mode / Settings / Application

Y % Lastmodified
10/22/20,1:31 PM
10/22/20, 1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20, 1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20, 1:31 PM™
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20, 1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM
10/22/20,1:31 PM

T Actions

)

<|w|g|lg|lgle|vlv|lv|w|v|<w|v|w|lv|v|w|<v|v|ele|lc|g|<||<

From 1To 29 - Total: 1485 &

End-users can define custom applications based on the IP address, port, URL, etc. using several cri-
teria for a unique custom application. Custom applications always prevail over Cisco applications
(for example, if a flow reports a NBAR2 protocol pack ID “HTTP”, but also matches criteria for the

custom application “Cisco Website”, LiveSP will keep the latter). If the criteria overlap with the
NBAR2 application ID, the custom application flows will be retrieved from the NBAR2 traffic in

order to keep a consistent overall traffic metric.

Create a new application by selecting the LiveSP dictionary and clicking “New” in the application

dictionary title bar.

Creation 13
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Add application

_=
{ Google

Description

OP1 Category *
) Browsing ~

Attributes

1P addresses (eg: 172.10.0.12)

Ports (eg: 8080)

Hostnames (eg: my.web service.com)
google.com google fr

Application names (eg: http)

On device user defined application ids (eg: 33)

1. Select the LiveSP custom app dictionary.

2. Name and describe your application.

3. Classify your new application among existing categories and groups.

4, Specify at least one application criteria among: IP address, transport port, server name and
custom application ID embedded in the routers. You can use a combination of criteria, such as a
union of criteria of the same type (0r) and an intersection between criteria of different types
(aND). For example: TP address = 1.2.3.4 OR 12.3.4.5 AND port = 443,

Cluster

Client mode / Settings / Cluster

When an end-customer network includes hundreds or thousands of CPEs, it may be useful to group
the CPEs into clusters. These clusters are used as filters to easily find specific sites when displaying a
dashboard. They can also be used to build reports based on area or business units.

It is also possible to group applications in the same way.
Open the site cluster library by clicking “: and " in the client main menu.

Group sites into clusters by clicking “New” in the cluster menu.

Cluster 14
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Area edition

area
@ Default

Display
O All (@ checked () nchecked () Added () Removed

Filter

Area

@ [ unselectall Displaying 4 item(s)
& PaloAlto

[ Toulouse

Barcelona

Honolulu

1. Name your cluster.

2. Add or remove new sites or applications.

Best Practices

The LiveSP custom applications are primarily designed to identify “Unknown” or “Unclassified” traf-
fic. Adding custom applications can have a performance impact on LiveSP; therefore, the following
recommendations are suggested:

*  Up to 30 custom apps per tenant
*  Up to 50 global custom apps (at the SP level)
*  No more than 5 values in the ‘'HTTP(S) Hostname' field

It is the administrator’s responsibility to avoid potential overlapping between definitions. If there
are overlapping rules, then LiveSP will use the first rule that matches.

Best Practices 15



Resource Edition

LiveSP embeds tools to customize homes, dashboards, cockpits and reports and meet operating
and marketing needs. Admins and end-users granted with edition rights are able to create new
dashlets mixing KPIs from several sources (AVC, SNMP, IPSLA, etc.), choose their layout and build

resources.

Interface load

101.100.14 I

10110014 N A |
10110008 IR f & |

101.10.0.08
101.10.0.04
101.10.0.04

(

Top 5 applications

Gmail leissure
Citrix business
Http |eissure

—_—

|

Youtube \e\ssurf/

office 360 bus fas<

HO

“Gb 27%

bl 14%

S— Gb 12%
Tz 10%
101 Gb 9%

@

&

Business / Leissure traffic

M Business
W L cissure

M unclassified

;®E

S

Network delays
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Homes, dashboards, and reports

Home, dashboard, and report modules use the same dashlets component (see Dashlets on page 23
for more details). They can be built in client or multi-tenant mode.

A resource built in multi-tenant mode can be shared within a customer profile. Each end-
customer granted with this profile will be able to use the resource.

A resource built in client mode will be available for the specific client where it was built.

Interface load Top 5 applications Business / Leisure traffic
. e

176 6Gb W gusiness
126Gb W Unciassified

L Dashboard

D 21/05/2016

LivinGOssecTs

Network summary repor

Business / leiss'
M Business

W Leissure —1
M Unclassified ) - L =
7 N =t

Business top 'H%

Report

)
/

Home

Client mode / Home / Edition || Multi-tenant mode / Template / Home

The home page is a single page that quickly summarizes the state of the network. It is composed of
various dashlets, mixing KPIs from several sources. When you build a home, a random data set is
used for preview. This gives you an idea of what the final layout will look like, without waiting for
network data processing.

Create a home page by clicking:

“New” or “Duplicate” in the home page library in client mode,

“New home page” in the template menu in multi-tenant mode.

Homes, dashboards, and reports 17
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LlVeS P MULTI-TENANT ADMINISTRATION ~ Home (0] ADMIN ADMIN ~
Name * Description
M ) ) )
ONITORING " ctandard Cisco SOW... Standard landing homepage for Cisco SOWAN (Viptela) networks @ @ 2 Daysv D CANCEL
TEMPLATE

Iy CLIPBOARD | BB TOPTABLE & TIMELINE @ PIE o GAUGE = BAR = SPARKLINE B INVENTORY <» IFRAME = SD-WAN 0

INVENTORY

Inventory £ B X - Top Unavailable Sites v X - Traffic Per Transport T £ @ X -~
pGHTS VPN 1146 = Site Y . Down
Network #1
KPI Network 1636 Site33 ehib Network #2
Network #3
Site Lravion 05 Ste3s VA $ Nevvork ud
POLLING Site_27 226% @ Network #6
CPE 4672 @ Network #7
Site 29 29.06%
ADMIN - From 1To4- Totak: 50
SUPPORT Top Applications T &/ X -
h
@ Application #7
Application #3
Ay pr
g M p ! .
e b 8N !
ey ) EVIW
Applical 2 by ¢
‘Application #10
‘Application #9
‘Application #d
Top Transports With Loss Rate Issues Y £ X - Top Transports With Network Delay Issues Y ¢ X -
Network #1 last: 5.55 % Network #1 last: 6.93 ms.
7.6 ) - ) 44.2), 1 A
Network #2 last: 5.55 % Network #2 last: 6.93 ms.
760 A a2l £ A

1. Name and describe the home page, to help your end-users choose the correct home.
2. Customize the default observation period.

3. |Insert a new dashlet or a dashlet from the clipboard.

Dashboard

Client mode / Dashboard / Edition [| Multi-tenant mode / Template / Dashboard

Building a dashboard is basically a question of configuring the “context bar” and inserting the dash-
lets. The “context bar” filters the dashboard scope on specific network nodes (area, site, application,
etc.) and enables to zoom in on a period of time. Each dashlet will be updated according to this
scope.

Create a dashboard by clicking:
+ “New” or Z1in the dashboard library in client mode.

*  “Create dashboard” in the template menu in multi-tenant mode.

Dashboard 18
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LivesP MULTI-TENANT ADMINISTRATION ~ Dashboard @®  ADMINADMIN =

Name
MONITORING G P o % CLOSE [ QSME]
TEMPLATE Chronograph's KBt

(Netflow) Traffic Total @ -  YAmRs | sedse @
INVENTORY

I CUPBOARD | @B TOPTABLE | TIMEUNE @ PIE = GAUGE = BAR = SPARKUNE B INVENTORY < IFRAME @ SDWAN @
RIGHTS -

Inventory £ B X - CPUandMemoryL. ¥ 2 B X -~ VolumeDistributio.. v 2 B X ~ VolumeDistributio... v £ © X -
KPI S - S

Site 247 e — e o

e
EOLLING PE 3263 N —
. cpew
| v PrOVi@W-— o 5 SEEEVIEW,
3 2% 3 PR

SUPPORT e U @ Memory

Connectivity Status

& Site Y . Down & Partial | % Up

AATSZAT AN A A DAY
X . R\ AN S
Site_S .77% ® Application #1 r AYevs \/ VA VY
© Application #2 o TN YA\ Y
site_a 4.52% 20559 2192% @ Application #4 ; ALY U o=,
Site 1 22 76% 1A% 111A% o o
Top3Sites-LossRa.. ¥ £ B X - Top3Sites-lossRa.. v 2 @ X - ‘Transport Health - Packet Loss Rate Out
= I | Q\N view e KLY [2)" " e —
w— Network #1  — Network #2  — Network #3 Network #4 Network #5  — Network #6
@ Loss Rate Out @ LossRatein — Network 87
Performances per Path v s X -
$ CPE Y % Remote CPE T $ Réseau Y % RemoteNetw... T . Connectivity % Mean $ Max % Max Date & Mean Jitter % Mean Latency
CPE_35 Remote CPE_35 Réseau_35 Remote Networ.. 29.38% 12.06% 138% 1/1/70,1:00 AM 245ms 142ms

1. Name and describe the dashboard, to help end-users understand the purpose of the

dashboard.
2.
3.
4,

Choose an optional sparkline KPI used to browse the time period.
Choose the network filters which will be used to control the dashboard (see below).

Insert a new dashlet or a dashlet from the clipboard.

It is possible to limit or fix the selection of elements that the user can select in the context bar. For
example, you might want to be able to select only networks that are named “MPLS” or sites that

have “Cisco” CPEs.

Contextualize a dashboard by clicking “Filters.”

Edit filters

Site Cluster
What I want to see

Element type *

Site Cluster

@ NEWFILTER

Constraints
Limit or set choices

Optional personnalized label

Network
What lwant to see

o Constraints
Limit or 54t chokces

© Y umit available choices

02 Set selection criteria

Valves (0R) =
Operator *

equals ¥ el

@ Lockaselection @

1. Add a new network element.

Dashboard
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d

Choose the network element.

Override its label.

w

Constraint the selection of elements.

v oF

Limit to elements following some criteria.

o

Force the selection of pre-selected list of elements.

Report

Client mode / Report / Edition || Multi-tenant mode / Template / Report

Reports are created the same way you build a home or a dashboard, except there are more tools to

design an executive view of you network management report.

The report template can be customizable when adding parameters used in dashlets to filter each

dashlet context.

Create a report by clicking “Create template” in client or multi-tenant mode.

LiveSP MULTITENANT ADMINISTRATION ~ Report. @  ADMINADMIN -

fi O ITORNG ::v;nrksummzry o e Q 100% @ mPREVIEW | X CLoSE | SR

| =0 -0 [m - ) )

T— 1 b @ T Text i Dashlet

“® Variables @ Image &% Shape

RIGHTS

1 Network summary @

POLLING (=]

I | -
ADMIN About the report: Th plays main m f all devices me i combines v 1 When the Network is not
consistent and includ uters (snmp only), TNF/Nbar2 rout g thouf mance metrics) , charts
SUPPORT legend indicate metrics sources and therefore if the data set includes part or all devices in the Network
1 Traffic analysis
Total Throughput
Rrevigw
About the chart (source snmp polling) : The chart displays cumulated Throughput For all devices in rheNelwofk: Incoming Throughput Outgoing Throughput
$ memamEny ‘. \
hdil = 5 A

1. Name and describe your report.
2. Zoom to adjust the view to your screen.
3. Preview your report to duplicate and move pages.
4. Customize the default observation period which will be used for preview.
5. Add the variables (in multi-tenant mode) you will use to filter your dashlets.

Report
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6. Insert a new item such as a text with a date or a dashlet.

Report 21
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7. Edit the selected item.

Report 22
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Clipboard

To reuse a dashlet coming from another module, simply copy it using the dashlet bar menu: ¥ and

. In the edition mode, the copied resources can be accessesd from the home page, dashboard and
report bar menu.

Add a dashlet from the clipboard by copying a dashlet and clicking &1 in the dashboard edition
toolbar.

Clipboard CLOSE
Table 2 @nrp X Table 1 ADD X

$A.Y SR.YT Ext. $ Inte. $ Net $A.YT SR.YT Ext. $ Inte. $ Net.

219 219 30.0ms 258 ms 7.74ms 215 219 30.0ms 25.8ms T.74ms

?.30 730 253m3 485 ms 488 ms ?.30 230 283my 48.9 ms 488ms

? 40 ?.40 293 s B14'ms 25.7ms ? 40 2 40 293 ms B14'ms 257 ms

212 212 21ms  126ms  1REms 212 212 291ms  126ms  1R6

- Fro

1. Add selected dashlet.

Dashlets

Admins choose the best visualization for their needs: pie or bar for aggregated view, timeline, table,
etc. For each dashlet, the data set used to perform the visualization can be filtered within the dash-
let (for example, “application group” equals “business”) and will be applied whatever the general
scope is. Admins have to be careful that filters remain consistent between the dashboard manage-
ment bar and filters included in the dashlets.

Clipboard 23
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Pie

Timeline

Bar

Table

Inventory

An inventory allows you to visualize the number of a type of network elements that a customer has.

Create an inventory by clicking = in the edition tool bar.

Inventory 24
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= Inventory New Inventory @

Series
G 6 & &ED »

Random preview

Site Cluster
Site
CPE

WAN Link

2195
4276
668

1030

1. Name your dashlet.

2. Choose the network elements to display.

Pie chart

The pie chart allows network elements for a specific KPI to be ranked, such as top circuit loads,
business / leisure traffic repartition or top 10 sites for a specific application response time. You can
choose and display top elements based on a specific KPI, or sort top elements based on one KPI
and display another KPI (for example: application response time for my top 10 traffic sites).

Create a pie chart dashlet by clicking @ in the edition tool bar.

©Pie newpie @

'O CANCEL B SAVE

Series

Breakdownby Top ¥ 5 Site.

Network Layes

KPl displayed (Netflow) Traffic Total v None +

Random preview

Site #3 (8.25 8)
Site #5(6.55 B)
Site #1(5.718) -
Site #2 (4.918)
@ Site#4(1.868)

Advanced settings

Timeline [ Stacking

O start Color

Display values

O Fillgaps [ Use distinct representation

Legend £ Left ~

1. Name your dashlet.

~ basedon max v (Netflow) TrafficTotal v [] Show others (agregated) [[] Enable conversation mode

\

[\ Preview u

2. Specify breakdown on displayed element:

Pie chart 25
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a. all = KPI will be grouped and split by network element selected,
b. top = KPI will be grouped and split by network element selected for the top functionality,
c. list = KPl will be grouped and split by selected network element.

3. Select the KPI to display from the KPI library.

4. Customize your layout by adding a timeline visualization to the pie and its values if wanted.

Sparkline

The sparkline dashlet displays multiples gauges and timelines to help end-users compare KPIs,
visualize trends and spikes and highlight thresholds for performance metrics. It creates a synthetic
executive visualization of the network and synthetic health-check of devices.

Create a sparkline dashlet by clicking = in the edition tool bar.

e i=sparkline New Sparkiine @ D CANCEL SAVES
Series
Breakdown by None +
L] 1
(Netflow / Cisco A... + External Delay [ ] (] + ADDFILTER @ B8
(Netflow / Cisco A... ~ Internal Delay (] o + ADD FILTER ]
(Netflow / CiscoA... ~ Network Delay ® 0 Bso ms~ 80 ms~ @ 1. ms~ 4 AppFALTER 8
(2] +0

Random preview

External Delay

46.5,, 9.90,"
ncernal
. Pic viel
106, 9.88,.,
Dl
71.7 |

@ Advanced settings

Gaps O Fillgaps [J Use distinct representatiol

Last Value [ Render last value in corner

Name your dashlet.

Select KPlIs from the KPI library.
Move the series.

Sketch the style of the different lines.
Add a gauge to the sparkline.

Filter the data set.

AN O

Timeline chart

Timeline helps visualize spikes of traffic and understand performance metrics such as latency over
time. The timeline dashlet tools provide standard and advanced functionalities to mix KPIs, config-
ure multi-axes, add thresholds and choose chart types. As many features are optional, it is possible
to start with a quick, one-KPI visualization and then turn to multi-KPI / multi-sources visualization.

Create a timeline dashlet by clicking ¢ in the edition tool bar.

Sparkline 26
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i Timeline New Timeline @ D CANCEL B SAVE
Series
o
©
L ]
R ——— —— o 5 o= o 8
Lf’ G (Netflow Cisco AVC) Internal Network Delay v Internal Delay ™ o B
A (Netflow) Cisco AVC) Network Delay. - + line > ] Left > e &
© © Breakdownby Topw 5 Application = basedon max v (Netflow / Cisco AVC) Network Delay = [ Show others (sgregated) [ Stacking

(7] Linear regression [m]

(:] Filter <+ ADD FILTER

+@

Random preview

\ *\ //\“\/ / \/,,_/“‘.\ ~ /F‘l\’-.. J\\ \‘W “_‘\\ N .
/ ><F QO J A / <\ Y

Y \ s - \ j
VY A \/ Vi

Advanced settings

Legend 2 Bottom ~

Granularity Aute +

Gaps [ Filigaps [ use distinct representation

 THRESHOLD

~+ THRESHOLD

1. Name your dashlet.

2. Select KPIs from the KPI library.

3. Move the series.

4. Stack the series.

5. Sketch the style of the different lines and customize the layout (legend, double axis, threshold,
etc.).

6. Specify breakdown on displayed element:
Add a linear regression of the KPI.
Filter the data set.

Bar chart

The bar chart dashlet allows several aggregated KPIs to be displayed in one dashlet. Select the KPls
and describe the preferred way to display the metrics.

Create a bar chart dashlet by clicking = in the edition tool bar.

Bar chart 27



LiveSP User Guide

= Bar newsar @ O CANCEL

Series

Vaetic®
Breakdownby Top~ 3 Application v basedon max > (Netflow / Cisco AVC) Network Delay > [] Show athers (agregated)

METRICS LABEL AGGREGATION COLOR ¥ AXIS FILTER
|_ # o (Netflow/CiscoA.. External Delay Default v ("] Bottom ~ + ADD FILTER @ B8
& @ (Netflow/CiscoA.. ~ Internal Delay Default ~ s + ADD FILTER 8
Lr_, # (Netflow/CiscoA.. + Network Delay Default v ] + ADD FILTER s
o0 +0 ‘ ©

Random preview

|l A4 LAYV
B -__

@ ExternalDelay @ internal Delay @ Network Delay

20ms 125ms 13.0ms 13.5ms 140ms 14

Advanced settings

[ oisplay values
Legend 3 Bottom
Stacking Value ~

Name your dashlet.
Select KPIs from the KPI library.
Move the series.

Stack the series.

uoF W

Specify breakdown on displayed element:

* none = one bar per chosen KPI is displayed,

* all = KPIs will be grouped and split by network element selected,

* top = KPIs will be grouped and split by network element selected for the top functionality,
* list = KPIs will be grouped and split by selected network element.

Sketch the style of the different bars and customize your layout (legend, axis, etc.).

7. Filter the data set.

Table

Table can be used to display more details and KPIs in a single view. Start by choosing the network
elements. Select the KPIs that need to be displayed. And finally define the table layout: merge cells
and customizable.

Create a table dashlet by clicking # in the edition tool bar.
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BB Top table NewToptable @ D CANCEL SAVE

Element types

Application  ~ Left v 100 ]
Rel Left 100 @& @
+0
Metrics
-r
L L]
(Netflow / CiscoA... = None v Left v External 100 . e
A i (Netflow/CiscoA.. ~ None v Left~ Internal 100 - . =]
~ (Netflow / CiscoA... ~ None = Left~ Network 100 . 8
+0
Random preview
% Application T ¢ Relevance T . External % Internal $ Network
219 .19 30.0 ms. 258 ms 7.74ms
230 2,30 293 ms 18.9ms 4.88 ms
2. 40 2 40 293 ms 814ms 25.7ms
212 12 291 ms 12.6ms 18.6ms
2.41 241 285ms 10.1ms 394ms

236 2.36 289ms 204ms 298ms
2.9 X 288ms 113ms 237ms
2.48 248 27.4ms 229ms 15.9ms

2.27 227 272ms 15.7ms 26.1ms

Name your dashlet.

Select network elements.

Display an attribute of the network element.
Select KPIs from the KPI library.

Override the aggregation of the KPI.

Sort the data set.

NowrwN -

Sketch the style of the different lines and name columns.

SD-WAN

When the customer is linked to an SD-WAN manager (such as a vManage or FortiManager), LiveSP
can launch simple GET queries to that manager in order to display information.

In dashboards, it is possible to add parameters to the query and to use attributes of the network
element selected in the context filter to specify the request (for example: /device/config?devi-
ceId:{cpe.deviceIP}).

Create an SD-WAN dashlet by clicking = in the edition tool bar.
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R SD-WAN New sp-wan @

@ Cisco SD-WAN vManage ~

Endpoint URI (AP1) *

GET®  /client/about

© JSON filters

© Replacements  +

data['version’, ‘applicationVersion', 'time',

"timeZone']

Value

'O CANCEL

SAVE

@ Advanced settings

[ wrap content
[ show line numbers
[ Alternate background color

Preferred view for JSON data types: Table +

Name your dashlet.

Select the vendor.

O Uk wWw N

iFrame

Enter the APl endpoint to request.
If the endpoint returns a JSON, filter the data to be display.
List text strings to be replaced.
Sketch the style of the text.

In order to display a HTML page of documentation or presentation, you can include into a dash-

board or homepage a dashlet that included and iFrame.
It is also possible to embed PDFs or images hosted online.

Insert an iFrame dashlet by clicking <> in the edition tool bar.

</>Iframe NewlIframe @

D CANCEL

@ Source
Please enter avalid url.

https://www.liveaction.com/

SAVE

Random preview

1. Name your dashlet.

Prifiew

2. Enter the URL of the HTML page.

iFrame 30
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Alerts

The alert module leverages KPls built into LiveSP to trigger alerts. Alerts are grouped in cockpits.
Each customer profile has one and only one cockpit. End-customers can customize their default
cockpit by changing the threshold or adding new triggers.

Cockpit

Multi-tenant mode / Template / Cockpit

LiveSP allows admins to configure alerts based on network or application metrics in order to
increase the visibility of end-user experiences or network events.

An alert is an alarm that is triggered when a KPI goes under or over a threshold. A cockpit is a list of
alerts. A profile can only have one cockpit assigned to him.

Create a cockpit by clicking “Create cockpit” in the template menu in multi-tenant mode.

Livesp MULTITENANT ADMINISTRATION ~

MONITORING

Name Oescription
Default cockpit @ Basic MIB alerting

@  ADMINADMIN ~

TEMPLATE
“ Label

INVENTORY ~ (MIB) CPU Load Critical
(MIB) CPU Load Warning
(MI1B) Load In Warning

(MIB) Load Out Warning

RIGHTS

KP1

POLLING

ADMIN

SUPPORT

1. Name and describe your cockpit.

* Metric

(SNMP / Cisco) CPU Usage
(SNMP / Cisco) CPU Usage
(SNMP) Load In

(SNMP) Load Out.

* Severity

CRITICAL

WARNING
WARNING
WARNING

Threshold
>90%
>70%
>75%
>75%

Topology Context
CPE

CPE

WAN Link

WAN Link

& Restricted access T 3 SNMPTrap T Actions ‘
0sE
enabled LB
£ 8
£ 8

Total:4,

Alerts 31



LiveSP User Guide

2. Create and add a new trigger alert.

3. Edit or delete current triggers.

Threshold alert

Multi-tenant mode / Template / Cockpit

An alert is an alarm that is triggered when a KPI goes under or over a threshold. Creating an alert
also creates an outlier, a new KPI that takes 1 or O for value, depending on if the alert was trigger or
not respectively. It allows you to count the number of times the alert was triggered. An alert can be
complete, overloaded or partial when defined:

* acomplete alert is an alert that can be used as such by the customer;
* an overloaded alert is an alert that has a redefined threshold by the customer;

* a partial alert is an alert that will need added information on the threshold by the customer to
work.

An alert is defined by 4 key parameters: the KPI it is based on, the severity of the alarm, the opera-
tion of comparison, the breakdown that is applied on it. Once you created an alert with these key
components, it will permanently be added to the library of alerts available to the application. The
alert will be available for any cockpit but changing its label or default threshold will impact all the
cockpits.

Create a threshold alert by clicking “New Alarm” in the cockpit edition menu.

Alarm

Lasetn
(MIB) CPU Load Warning

A Be aware an alarm definition is shared between all cockpits and not unique to your cockpit. Changing its name
will reflect in other cockpits using the same alarm definition. The name doesn't have to be unique though.

TRIGGER THE P WHOSE VALUE WALL BE WATCHED

I'want to measure the KP1  (SNMP / Ciscc) CPU Usage »  and triggera Warning ~

level alarm when measured values are > v  tothe defined thresholds 1+  timeis) over a period of

Alarm will be shown to a restricted public only

Name your alert.

2. Define the trigger: the KPI you want to survey, the severity (warning or critical), the operation of
comparison, the number of times the threshold is broken over a selected period of time.

3. Refine or expand the breakdown.

Threshold alert
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4. If wanted, select a filter to apply on the breakdown and define the threshold.

5. Limit the visibility of the alarm in the customer alerting module to users in a role with the right
to access restricted resources (see Role).

Threshold alert 33



Multi-tenant Administration

The multi-tenant mode provides the necessary tools for service provider to operate and manage
service teams and to easily administrate a massive deployment of application aware features in a
single instance. It improves productivity with easy and powerful reporting tools and helps standard-
ize network consulting across manage service teams.

LiveSP
7~ N

Network Management Multi-Tenant Administration v

TEMPLATE

B

DASHBOARD KPI

POLLING

»
3

>

NETWORK

RIGHTS

5

g
=]
El

EXPERT

ﬁ
=
m
<

©

NG

B

SETTINGS

Rights

LiveSP users' rights policy is based on user roles and customer profiles. A specific role gives access
to modules (such as home pages, dashboard, etc.). End-customers access resources (such as specific
dashboards and reports) based on their customer profiles.

End-users can access the LiveSP portal using logins and passwords or can connect through an exist-
ing extranet through SSO authentication.
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Login / password Login / password

Role 1 Role 2

\ J

A4 A B8 @ <

Home Alert Report Dashboard Flow
read read read read write read read read

—

Dashkoard 01 Dashboard 02 Dashboard 03
read read

1T T
o é

Client 1 Client 2

User
Multi-tenant mode / Rights / User

Named users access the application using logins and passwords managed in LiveSP. Mandatory
attributes are: login ID, first name, last name, email address and password.

Only users with access to “All” customers can access menus of the multi-tenant mode.

Access the list of users by clicking on “Rights” and “User” in the multi-tenant main menu.
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Create a new user by clicking “New” in the user library.

Fill in credentials for the user.
Fill in a password for the user.

Grant the appropriate role.

vios W

Choose if the user will be able to access one or all of customers’ networks.

Role

Multi-tenant mode / Rights / Roles

A roleis a group of users with identical rights. This module helps administrators create and manage

roles, in order to grant customers with appropriate rights. The resulting roles can be compared to
highlight differences.

New rights will be applied only once the end-user logs out and back in to LiveSP.

Access the list of roles by clicking on “Rights” and “Roles” in the multi-tenant main menu.
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LiveS P MULTI-TENANT ADMINISTRATION Role ® ADMINADMIN ~
MONITORING 1
Role Library o m
TEMPLATE
Y Searchmin 2 char. » Unfold Default Account Manager
INVENTORY 0= o
Adenin # Home v
RIGHTS Read
Default £ 8 Wwrite o 7
KPI
@ Dashboard v
Account Manager @Q£L8a
Read v v
POLLING (3]
Write (m} v
ADMIN A Alert >
<Flow »
SUPPORT Bi Report +
Read v <
Write (m] v
& Notifications >
& Settings >

# Additional features >

= Multi-tenant

@ Monitoring >
Q Template >
SoKPL >

= Polling ¥
@ Inventory >
@& Rights  »

= Admin >

£ Settings >
@ support >
# Additional features >
<> Public API

& Access >

Create a new profile by clicking “New” in the role library.

d

Select one or more profile(s) and compare them.

w

Grant appropriate rights to the profiles.

F

Save the profile.

Share resources

Multi-tenant mode / Template / Share

A profile is attached to a customer and is used to limit each customer to a specific list of resources
(dashboards, home pages, reports and cockpits). Once templates are created, administrators create
profiles according to marketing needs and available metrics in customers’ networks: SNMP based
monitoring, application visibility metrics, optimization features such as PFR and WAAS, SD-WAN
metrics, etc.

The share module helps administrators to grant resources and compare profiles.

Share a resource by clicking “Template” and “Share” in the multi-tenant main menu.
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LiveSP MULTI-TENANT ADMINISTRATION v Share ®  ADMINADMIN
TEMPLATE Selected resource
Y Searchmin 2 char. Dashboard hl: ]
INVENTORY .
RIGHTS A"‘ PO octau Viptela
Fortinet 28 o o
K1 Area, CPE Load ivingobjects B -]
POLLING Noage - Area, Latency livingobjects [m]
i <. overview Wvingobjects o
ADMIN
Area, PFR events livingobjects (m]
BUPPORT Area, Traffic per Classname livingobjects (]
Area, Traffic repartition livingobjects [m]
Area, WAN Link load livingobjects
Area/Appli, Health-check livingobjects a
AreafApplication group livingobjects = (m]
Area/Class, traffic analysis livingobjects a
1. Create a new customer profile by clicking “New” in the share menu.
2. Select the customer profiles you want to manage.
3. Choose the resource type (home pages, dashboards, cockpits, and reports) you want to share.
4. Filter the list of resource.
5. Share specific resources.
6. Save your changes.
Inventory

LiveSP discovers most of the information it needs to run. A seed file provides additional informa-
tion, such as the name of the customer, contracted bandwidth, when it's not available in the MIB, or
site addresses for the status map. The network module helps administrators to enable LiveSP with
its tens of thousands of routers, analyze provisioning workflow and troubleshoot router template
issues.
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=
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&

S

Client Network

LiveSP

Client

Multi-tenant mode / Inventory / Client

o @

Section Network

Admins can access the full list of customers and check their attached profile for a quick view of
their park. From this menu they can also completely delete a client, removing all its inventory, users

and resources.

Visualize all your clients by clicking “Inventory” and “Client” in the multi-tenant main menu.

LiVeSP MULTI-TENANT ADMINISTRATION ~
MONITORING .
Clients

TEMPLATE
4 Client 4 ClientiD
INVENTORY LiveAction 8
RIGHTS
KPI
POLLING

ADMIN

SUPPORT

1. Check your client profile.

2. Delete your client.

®  ADMINADMIN ~

From 1To 1- Total: 1
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Network

Multi-tenant mode / Inventory / Network

Admins can check and download the inventory of customers’ networks embedded in the platform.
LiveSP checks orphan nodes (CPEs without interface, clients without CPE, etc.) in order to help
admins manage consistent provisioning. If needed, administrators can manually change attributes
and network element names and delete obsolete nodes.

Visualize all your network elements by clicking “Inventory” and “Network” in the multi-tenant main
menu.

LiveSP MULTI-TENANT ADMINISTRATION + Network @  ADMINADMIN ~

MONITORING Client*

@ Current Inventory: Equipment LiveAction @ @ ([ Fields 8 Locs B EXPORT (CSV) & REPROVISION
TEMPLATE 5 ) o (5] (6]
Client Site

INVENTORY 4 name 4 name Y & name T s v
LiveAction Barcelona Barcelona 10377.71
RIGHTS LiveAction PaloAlto @ PaloAlto 103.77.72
LiveAction Honoluly Honoluly 10377.73
# Update
LiveAction Toulouse Toulouse 10377.74
POLLING LiveAction Toulouse & Delete 10.3.77.109 103.77.109

LiveAction Toulouse 103.77.110 103.77.110

SUPPORT

- From 1To 6- Total: 6 &

Choose the inventory you want to display.

Select the customer to display.

Select the network elements and attributes to display.
Consult the latest action logs.

Export the inventory.

Reprovision the current inventory.

NowpwnN -

Edit or delete the attribute of a network element.

Provisioning
Multi-tenant mode / Inventory / Provisioning

Provisioning is the process of providing LiveSP with all information about the routers to be moni-
tored. It can be done using a seed file, of which a template is available in the Provisioning Guide or
through SD-WAN servers. Administrators import the provisioning file or the URL to the SD-WAN
server and check status and error logs. They can also download the source file previously imported.

Provision manually your network by clicking “Inventory” and “Provisioning” in the multi-tenant
main menu.
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Manual import

& CHOOSEFILE  custom.csv

© | Checking column aliases...
Verifying identifiers..

is verified.
Adding latitude and longitude columns
Client topology schema set.
Importing data in topology...
Topology

Advanced settings

Discover device informations using SNMP

MANDATORY Device must respond to SNMP polling or it will be ignored.
POLLING

STRICT Use credentials in provisioning file only. SNMP settings will be ignored.
AUTHENTICATION

UPLOAD

1. Import a new seed file.

2. Select the seed file from your computer.
3. Configure the settings of the provisioning.
4. Launch the provisioning.

5. Check operation status and information.
6. Download previous source file for analysis.
7. View import logs.

LiveSP is able to connect to SD-WAN managers in order to provision and collect from them. Before
the automatic provisioning can start, you must first give LiveSP at least the URL of the manager
(vManage, VSD, FortiManager, etc.) and the credentials of an account that LiveSP will use to connect
itself to it that has at least read-only rights.

"

Add an SD-WAN manager by clicking “Inventory,
ing on “New” in the multi-tenant main menu.

Provisioning,” selecting “Sever library” and click-

|_|VeSP MULTITENANT ADMINISTRATION ~ Provisioning ®  ADMINADMIN ~
i FLATE D % Status $ URL Y ¢ ClientiD T % Client Name Y ¢ Username Y Password ¢ Version Y Actions
INVENTORY (m] © https://10.4201 i dwan-ab US SOWAN labs. test - 20331 0z 82
(m} ® httesi//10.3.77,127:443/datase... admin @ Platform Version: 19.2.0 ra-
RIGHTS 0 ° hites//10.3.77 68:8443/datase. .. T Cisco SD-WAN admin @ 20334 PE-K]
KPI
POLLING
ADMIN
SUPPORT
L - Total: 3
1. Select the technology.
2. Add a new SD-WAN server.
3. Provisioning all the SD-WAN servers.
4. Edit, delete or re-provision the SD-WAN server.
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Audit

Multi-tenant mode / Inventory / Audit

This module allows administrators to detect inconsistencies in the provisioning information that
was used through several key features (such as different CPEs associated to the same IP address). It
allows administrators to check that there are no incoherent data between customers’ networks.

Check all your network elements by clicking “Inventory” and “Audit” in the multi-tenant main menu.

LiveSP MULTI-TENANT ADMINISTRATION + Audit @  ADMINADMIN ~

MONITORING
Last update; 11/2/20, 5:23 PM & @

TEMPLATE

€)  childless entities (21 messages) > @
INVENTORY

€)  Devices missing key technical information for proper data collection (6 messages) >

RIGHTS
ko1 €) 1P addresses assigned to multiple devices (1 messages) v

POLLING 0 Multiple cpe [215.159.215.72, 120.72.191.11, 85.100.158.123, 160.6.202.193, 181.85.137.122, 146.169.32.34] share the same IP and recipient 1D (null / 1)!
ADMIN

Devices assigned to multiple customer sites (1 messages) »
SUPPORT . .
CPE Netflow viewPoints sharing common interfaces (0 messages)

Multi-scoped element in the same lineage (0 messages)

Customer sites declaring multiple PR Master Controllers for one IWAN domain (0 messages)

O 0 00O

Customer and Scope synchronisation (0 messages)

1. Refresh menu.

2. Consult detailed information of issues a by clicking the arrow.

Monitoring

Multi-tenant mode / Monitoring

Administrators can check the health status of LiveSP through the monitoring menu. It gives a quick
display of the state LiveSP’s functional elements. The menu automatically refreshes every minute.

Check LiveSP’s health status elements by clicking “Monitoring” in the multi-tenant main menu.
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LivesP L B U LS T © Monitoring @  ADMINADMIN +

MONITORING . A M
https://anchois.liveaction.com/service © @ Lastupdate: 3/23/21,2:43PM &

TEMPLATE

B Q) collectv
bridge
o [}

‘memdex

INVENTORY
RIGHTS
KPl

ADMIN disk-usage

(<]

POLLING @ countype >
(V]
V]

SUPPORT snmp/registration >

remoteServer/hearbeat

apollo >

babylon/service/presence

banshee >

bazoocaster/hal/config/sync

bazooka/service/presence

cellofservice/presence

cosmos >

doorman >

farcaster >

graphity/service/presence
[ -

O 00003000 0OC

1. Refresh menu.
2. Check status of elements.
3.

Consult detailed information by clicking the arrow.

KPI

Multi-tenant mode / KP!I

Besides default KPI included in the library, administrators can define custom KPIs they need to
assess the network and end-user experience. They can use the KPI menu in multi-tenant mode to
build formulas mixing raw counters and operand. New KPIs are immediately available for building
new graphs or tables.

Visualize the available KPIs by clicking “KPI” in the multi-tenant main menu.
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LiveSP MULTI-TENANT ADMINISTRATION ~ KPI ® ADMINADMIN +

MONITORING ,
! KPI Library & IMPORT & EXPORT @ Delete X CLOSE B SAVE

TEMPLATE e o
Y Search min2 char. sbets

INVENTORY (SNMP) Traffic Total
(SNMP) Packet Size In (]

H
RUGHTS (SNMP) Packet Size Out byte ~

KPI (SNMP) Packet Throughput In © +Addformula

POLLING (SNMP) Packet Throughput Out Gy Scope

o (SNMP) Packets In {FHCOutOctets + i MCIndctets WAN Link ©® + X
MIN -

(SNMP) Packets Out
RPPORT (SNMP) Packets Total
DESCRIPTION @
(SNMP) System Uptime

@ @ «

@
~

1 % x| A- [ Syles - | Fomat - | Font - | san SE-]

(SNMP) Throughput In

m o

]
L}

(SNMP) Throughput Out

(SNMP) Traffic In Sum of octets coming in and out of 3 WAN link.
Uses MIB2 library, can be used on routers of any vendor.
(SNMP) Traffic Out

(SNMP) Traffic Total ()
(Trigger / Cisco IPSLA) Jitter

(Trigger / Cisco IPSLA) Loss Rate

(Trigger / Cisco IPSLA) Transit Delay

(Trigger / OneAccess PPA-PM) Jitter

(Trigger / OneAccess PPA-PM) Loss Rate

(Trigger / OneAccess PPA-PM) Transit Delay

(Trigger) Load In

(Trigger) Load Out

PFRpourtous

L 4

Create by clicking “New” or edit a KPI from the library by selecting the KPI and clicking “Edit".

M -

Name, describe and choose the unit of your KPI.
Edit the formula of the KPI.

w

Add a second alterative formula to your KPI.

LA

Import a list of KPlIs.

o

Export a selection of KPlIs.

Polling
Library

Multi-tenant mode / Polling

“Polling” is the act of regularly sending a request to get a particular value. Each poller is used to feed
LiveSP with counters, the basic building block for KPI formulas. By default, pollers use the SNMP
protocol (version 2 and 3).

List the available pollers by clicking “Polling” in the multi-tenant main menu.
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LiVeSP MULTI-TENANT ADMINISTRATION + Polling @  ADMINADMIN ~
MONITORING "
Polling & IMPORT & EXPORT B Delete X CLOSE # EDIT
TEMPLATE (:] o (1]
S h 2 chi .
- i ifOperStatus
INVENTORY
ifOperstatus ) Equipment level: interface
RIGHTS Description :
ifHCInOctets id
o
Pl
‘s iFHCInUcastPkts
OID: 1.36.1.2.1.2.2.1.8
POLLING ifHCOutOctets Incremental: No
‘Counter:
. IfHCOUtUCastPts —
< Type T 2 Name Y ¢ Description Y % Aggregation T % Valuetype T ¢ Defaultvalue T
SUPPORT fnpiscards ifOperstatus Current operational state of the AVG DOUBLE 2
ifOutDiscards

Add a new poller or edit an existing one.

d

Select an existing poller.

w

Import a list of pollers.

F

Export a list of pollers.

Create
Multi-tenant mode / Polling / Edition

Administrators can create pollers to check their own requests. We recommend using the same
name for pollers and counters.

Create a poller by clicking “New” in the polling library.

= Poller D CANCEL SAVE (8

Equipment level*
ciscoMemoryPoolFree router @ v Description

ADD OID

™ oid X

Vendor
Cisco -

136.1.4.1.9.9.48.1.1.16.1
[J incremental
Counter

Aggregatior Value type

@ ciscoMemoryPoolFree Free Memory Size in bytes Bytes ~ Average ~ DOUBLE -~

1. Name and describe the poller.

2. Choose the equipment level (interface or router).
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Add a counter.
Select the vendor (or leave “None” to poll every CPE with that OID).
Check if the poller is incremental (for example traffic) or not.

Name and describe the counter. Also select its unit, type, default aggregation and default value.

No vy FWw

Save the poller.

Settings
Multi-tenant mode / Admin / Settings

LiveSP is highly customizable. Administrators can easily manager SNMP authentication, SMTP con-
figuration, LiveWire drilldown, and SAML2 parameters through the web Ul.

More information on SNMP authentication can be found in the Provisioning Guide. More informa-
tion on SAML settings can be found in the HOWTO SSO Authentication Guide.

Change your settings by clicking “Admin” and “Settings” in the multi-tenant main menu.

LiveSP MULTITENANT ADMINISTRATION ~ Settings @ ADMINADMIN +
MONITORING | gettings
TEMPLATE
@ SNMP  Library of SNMP credentials [5) ~
INVENTORY
RIGHTS USED FORDISCOVERY + @
KPI - ) ’
1 V2 Public COMMUNITY . o © o
POLLING o
ADMIN MisC. +
SUPPORT
% SMTP  Email server configuration ) ~
NeTwork AUTHENTICATION Misc
Q  os 567 nsa Oa Login Password > Source address
© ADVANCED CONFIGURATION
@ LIVEWIRE  8ase URL to Packet Capture servers ) ~

@  https://3{cpe.ip)/omnipeek/forensics 2]

1t looks like you are using 2 dynamic URL that will not be resolved correctly:

~+ unknown property

@ & SAML Integration toyour SSO environment using SAML 2 protocol v

Add a new SNMP authentication.

2. Fill information on the SNMP authentication. The “ID” will be the one stored in the LiveSP
topology database for each CPE.

3. Order authentications from more to less favored.
Remove an obsolete authentication.

5. Save and apply your changes.

1. Edit your SMTP settings. The LiveSP back server must be able to join your SMTP server for e-
mails to work.

2. Save and apply your changes.
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1. Edit your LiveWire base URL. This setting will be used to create the link to the packet capture Ul
for LiveWire devices.

2. Save and apply your changes.

1. Edit your SMTP settings.

Billing
Multi-tenant mode / Admin / Billing

LiveSP billing system is a monthly subscription based on your consumption. To evaluate your con-
sumption a count of the number of monitored routers is done every month. You will need to share
an export of this count with your LiveAction’s account manager every month.

Consult your billing count by clicking “Admin” and “Billing” in the multi-tenant main menu.

Send by email
Now
Send billing count by email to the following addresses:

& Email

admin@liveaction.com

EVERY MONTH

Send billing count every month by email to the following addresses:

4 admin@sp.com

admin@liveaction.com

Export your billing count to a CSV format.

Display the help of how your billing count is performed by LiveSP.

Open the e-mail pop-up.

Send the CSV export of your current billing by e-mail.

Enable the application to send the billing by e-mail at the beginning of each month.

Add an e-mail recipient of the monthly e-mail.

Now o wN -

Save your configuration.

Netflow recorder
Multi-tenant mode / Support / NF Recorder

LiveSP can store raw flow coming from CPEs. The files are stored in CSV file format and are available
for further analysis. Administrators can explore Netflow templates, CPE application dictionary and
raw counters coming from the CPEs. It helps them to validate CPE configuration or troubleshoot
issues when data is not consistent when displayed in the LiveSP user interface.
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Record network elements’ activity by clicking “Support” and “NF Recorder” in the multi-tenant main

menu.

Livesp

MONITORING
TEMPLATE
INVENTORY
RIGHTS

KPI

POLLING
ADMIN

SUPPORT

1. Refresh menu.

MULTI-TENANT ADMINISTRATION ~

Recording devices: 0

Client
ORG1
ORG1
ORG1
Cisco IWAN
Cisco IWAN
Cisco IWAN
Cisco IWAN
Cisco IWAN
Cisco IWAN
LiveAction
LiveAction
LiveAction
LiveAction
LiveAction
LiveAction
LiveAction
LiveAction
LiveAction
LiveAction
LiveAction
LiveAction
LiveAction
LiveAction
LiveAction
LiveAction
ORG2
ORG2
ORG2

Devices with records: 23

COSTEST
Huawei129

Demo-OneAPM

OneAccessVe

VRE-TEST

AVC perf-mon 4451

EZPM Basic Traffic 4451

EZPM Standard 4451 Dispatch

[EZPM Custom Lo-perf 4451 Dispatch
FNF 4451

VRF-TEST2

Huawei160

Orange_BVPN_LA

ezpmLA

ezpmciscoperfLA

fnflA

2. Start or pause recording.

3. Open a CPE records’ repository to download record files.

NF Recorder

‘Space left on disk:27.2 GB/39.6 GB

Y IPaddress
85.100.158.123
215.159.215.72
120.72.191.11
10.3.78.107
10.3.78.108
10.3.78.105
10,

8106
10.3.78101
103.78.102
10377120
10.3.789
1037759
10.3.78124
10377122
1035016
1035015
1035017
1035020
10.3.5021
103.77.124
10.3.77.100
10.3.50.49
1035255
103502
10.3.50.1
146.169.32.34
160.6.202.193

181.85.137.122

v

Start.

202010-28

2020-11-02

size

0B
0B

0B
0B

0B
oB

0B
0B
0B

0B

229G8

@  ADMINADMIN ~

© T ReFReSH

ModeDebug Y Actions

»>
>
n

on [ Jel-]
n L8
n
n
n LB
n hB
>
>
n 28
n 28
n
»
>
n R ]
> L8
> 28
>
> b8
>
>
>
n 2B
>
>
>

From1To 29 Total: 39 &

Netflow recorder
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