LiveAction

LiveNX 24.1.0

WHAT'S NEW

What’'s New in LiveNX 24.1.0
Plugin Support

o Ability to share Dashboards and Custom Reports between LiveNX instances

28 =3 e18 A 4697

Settings

PLUGINS
Mounted Data

Plugins Add mport

° Anyone can create useful reports and widgets and share them with others

You're about to create a new dashboard

Default templates Imported dashboards Shared dashboards

You have no shared dashboards on this list

Custom Dashboard status & Fortinet yet

WAN + ) System
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Non-SNMP Interfaces on SNMP Devices
o Add Non-SNMP (virtual) interfaces to an SNMP device

EDIT MICRO-CSR-15.SD.LIVEACTION.COM.

General Settings

Add Edit Delete Q
NAME < || snmpiINTER.. & IFINDEX { PADDRESS ¢ SUBNETMASK  INPUTCAPA. < OUTPUTCAP. ¢ SERVICEPRO.. ¥ WAN/XCON ¢ LABEL < TAGs <
All A A t All

v 1 10.122.155.2 255.255.255.0 WAN vpnl

v 2 192.168.1.250 255.255.255.0 AT&T-MPLS-US  WAN vpnl

v 3 192.168.2.250 255.255.255.0 AT&T-MPLS-... WAN vpnl

Nullo v 5 WAN vpnl

1 v 6 172.18.20.1 255.255.255.0 Default Servi... WAN vpnl

Rows: 5/ 5

Silver Peak IPFIX Field Support
o Build custom reports using Silver Peak IPFIX fields

CREATE CUSTOM REPORT

General Settings o Keys and Metrics
Keys Q silver Metrics Q silver
NAME & FIELDNAME £  SEARCH STRING 4 mELDD s e = NAME & FIELD NAME ¢ FELDID s P e
Client IPv4 Address clientipvdAddress flow.silverpealcclien.. 1 Silver Peak Server Octet Delta Count connectionServerQctetDel. 3 Silver Peak
Server IPv4 Address serverlpvdAddress flow.silverpeal serv... 2 Silver Peak Server Packet Defta Count connectionServerPacketD.. | 4 Silver Peak
Connection Initiator connectioninitiator flow silverpeak.con. 7 Silver Peak Client Octet Defta Count connectionClientOctetDelt 5 Silver Peak
Application HTTP H. applicationHttpHost flow.silverpeak.app... 8 Silver Peak Client Packet Delta Count connectionClientPacketD. 6 Silver Peak
From Zone fromZone flow silverpeak_from. 22 Silver Peak Number of Connections connectionNumberOfCon. 9 Silver Peak
To Zone toZone flow silverpeak toZo.. 23 Silver Peak Server Response Count connectionServerRespons 10 Silver Peak
Tag tag fow.silverpeak tag 24 Silver Peak Senver Response Delay connectionServerRespons.. | 11 Silver Peak
Overlay overlay fNowsilverpeak overl. 25 Silver Peak Network to Server Delay connectionNetworkToSer. 12 Silver Peak
Direction direction fow.silverpeal.dire... 26 Silver Peak Network to Client Delay connectionNetworkToClie... 13 Silver Peak
Application Category  applicationCategory  flow silverpeak app. 27 Silver Peak Client Packet Retransmiss.  connectionClientPacketR 14 Silver Peak
Client to Server Network D.. | connectionClientToServer.. = 15 Silver Peak
Application Delay connectionApplicationDel 16 Silver Peak
linmt 4 Earinr Bacannen rnnastinnlinatTaSaninr a2 Sitine Dl
Preview

Rearrange by dragging the headings below

Cancel Previous Step
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Flow Path Analysis - Application Delay Status

° Application delay status coloring is now based on alert thresholds

Flow Path Analysis

STATUS O LvEWL. O

Al

Cisco SD-WAN Flex Search Support

veAction ™

Interface Type:  WAN

Basic

FLOWP. O UVEWIRE G

™E

11 Mar 2024,11:00 PM
11 Mar 2024,11:00 PM
11 Mar 2024, 11:00 PM
11 Mar 2024,11:00 PM
11 Mar 2024,11:00 PM
11 Mar 2024,11:00 PM
11 Mar 2024, 11:00 PM
11 Mar 2024, 11:00 PM
11 Mar 2024,11:00 PM
11 Mar 2024,11:00 PM
11 Mar 2024,11:00 PM
11 Mar 2024, 11:00 PM
11 Mar 2024, 11:00 PM
11 Mar 2024,11:00 PM
11 Mar 2024,11:00 PM
11 Mar 2024,11:00 PM
11 Mar 2024, 11:00 PM
11 Mar 2024, 11:00 PM
11 Mar 2024,11:00 PM

11 Mar 2024,11:00 PM

11 Mar 2024,11:00 PM

o

SERVER

102101
188651
185.125.
18.2055.
232068,
342203,
724434,
104.100.
199.127.
352293
5467.02.
2231412
442357,
54.69.20.
162159,
18,6535
2099.18.
18.164.1
18.164.1
529631
18.164.1

SERVER

Unknown
Internet
Internet
Interet
Internet
Internet
Interet
Internet
Intemet
Interet
Intemet
Intemet
Interet
Intemet
Interet
Intemet
Intemet
Intemet
Intemet
Intemet

Intemet

CLENTIP

192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192168
192,168
192168
192168
192168
192168
192.168
192168
192168
192168

GUENT

Unknown
Unknown
Unknown
Unknown
Unknown
Uninown
Uninown
Unknown
Unknown
Unknown
Uninown
Unknown
Unknown
Uniknown
Unknown
Uninown
Unknown
Unknown
Uniknown
Unknown

Uninown

Voice/

Video Pe

forman

¢ aeeuc. o faoavs o fomax o
cits oms oms
ssl 17ms 45ms
connecti. ms ms
vision.fn. ms 1ms
vision.fn- 1ms 1ms
vision.fn: ims 1ms
vision.fn. 8ms
ms-servi me ms
sl 17ms
livestream oms oms
ssl ssms 426ms
ms-servi ams sms
tubity 3ms 3ms
imrword 2ms 2ms
ssl 1ms 1ms
ssl 2ms 6ms
ms-servi 3ms 3ms
ssl ms 1ms
ssl ms 1ms
pubnub 12ms 23ms
ssl 239ms 286ms

° Flex search support for additional Cisco SD-WAN reports

REPORT LIST

Site to Site Performance Above Threshold Over Time (Viptela)

REPORT DETAILS

Report Name

Report Description

cNDAVE O

1ams
oms
21ms
2ams
23ms
13ms
28ms
1ms
oms
aams
1ms
3ms
1ms
21ms
1ms
oms
oms
oms
2ms

7ms

Flex Search @

Source Site

All Sites (All Devices)

Destination Site

All Sites (All Devices)

Packet Loss Rate Threshold

Jitter Threshold

Delay Threshold

Violation Duration Threshold

28 4697
Mar 2024 23:0500 5 Mins
Q
SNDAVG G SNDMAX O NDAVG O MNDMAX O RETRAN CONNEC_ G ZEROWI. G
234s 3s 234s 3s 0 o
193 ms 195 ms 201 ms 205ms 0 o
186 ms 186 ms 186ms 186 ms 0 [
12ms | 1%ms | 13ms | 148ms 0 0
130ms 131ms 142ms 145ms 0 o
130ms 134ms 142ms 144 ms 0 o
1sms | 18ms | l2ms 143ms 0 0
18ms 118 ms 133ms 133ms 0 o
2sms | 18ms | 127ms  138ms 0 o
122ms 146 ms 122ms 146 ms 0 o
85ms 102 ms 120ms 153 ms 0 o
1ngms 119ms 118ms 120ms 0 o
Tims 83ms 11 ms 0 [
97 ms 97 ms 91ms 91ms 0 o
78ms 78 ms 79ms 79ms 0 o
102ms | 102ms 77ms 79ms 0 0
90ms 0 ms 73ms 73ms 0 0
70 ms 70 ms 71ms 105ms. 0 [
75ms 82ms 69ms 82ms 0 o
s8ms soms soms eams 0 0
63ms 73ms 66ms 74ms 0 o
Execution Type
Aggregation
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Additional Multi-Instance Alert Support

o Multi-instance support for all QoS class drop and interface error alerts

QoS Class Drop

LIST OF INSTANCES ©

Default Instance

ADD NEW INSTANCE

B

Actionable Cisco SD-WAN Alerts

° Resolve, Ignore, or Acknowledge the LiveNX alert created from a Cisco SD-WAN alarm

INSTANCE DETAILS

General Settings

B3 This alert may contribute to status of an Interface, Device, and/or Site

Instance Name *

Severity
Warning

Note: Severity for this alert may be reflected as the same severity used in the status.
When the severity is info, it does not contribute to the status

Alert Source

Thresholds
Automatic Resolution Time * €

Manual

Catch All Threshold

|
Drop Rate *

0

Add Specific QoS Class Alert

Sharing

Email

For at Least *

0

Cancel

[=]

= LiveAction NX 373 m 500 6539 504918
Alerts Configure Alerts
story
Resolve Ignore Acknowledge Refresh Alerts View Options Q
seveRTY s sme S oevice S DEscRiPTION TeopeNED ¢ AcTveroR S caTEcoRY o e | THIRD PARTY INTEGR. &
a2 VManage Al
Warning 26 Feb 2024, 02:59 PM 12days  vManage VManage: Memory Usage
Warning 25 Feb 2024, 08:58 PM 13days  vManage VManage: Memory Usage
A critical 08 Feb 2024, 07:06 AM about 1month | vManage VManage: Interface Admin State Change
4 Ciitical A te 08 Feb 2024, 05:31 AM about1month | vManage VManage: OSPF Router Down
B citical . 1 08 Feb 20240529 AM about1month  vManage VManage: Root Cert Chain Installed
A critical 08 Feb 2024,05:29 AM about 1 month  vManage VManage: Root Cert Chain Installed
4 ciitical 08 Feb 2024, 05:29 AM about 1 month  vManage VManage: vEdge Serial Fle Uploaded
A Critical 08 Feb 2024, 0529 AM about 1month | vManage VManage: Root Cert Chain Installed
4 ciitical 08 Feb 2024, 04:09 AM about 1 month  vManage VManage: Root Cert Chain Installed



Cloud Monitoring - Customize How to Read Flow Logs
o Specify path to get the flow logs

CONFIGURE AWS

A The changes in configuration might clean up all existing data.

IAM Role Key/Secret

AWS access key AWS secret Enter if not configured or you want to change
AWS access key AWS secret
Flow log S3 bucket Example: s3://bucket-name/path S3role ARN Enter if STS Assume role is used
s3://my-s3-bucket/custom-path S3 role ARN
AWS regions
US West (Oregon) X v

Member account information

Member role ARN AWS regions
Member role ARN AWS regions v
Reset Cache Cancel
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o Specify which users flow logs should be read from

CONFIGURE AWS

‘ A The changes in configuration might clean up all existing data.

AWS access key AWS secret Enter if not configured or you want to change
AKI0000000000000000R6 AWS secret
Flow log $3 bucket Example: s3:/bucket-name/path S3role ARN Enter if STS Assume role is used.
s§3://brij-cm-bucket S3role ARN
Y
AWS regions Read mechanism
US West (Oregon) X v Read all flow-logs v
Read all flow-logs
Member account information
Read Master account
Member role ARN AWS regions Read Member account(s)
Member role ARN AWS regions Read Master and Member account(s)
V . »
arn:aws:iam::792068586670:role/brij- US West (Oregon) x
cm-test

Reset Cache Cancel
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